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820 N. Washington, Office 302
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kevin.streff@dsu.edu
EDUCATION

	9/04
	Capella University
Minneapolis, MN

	Ph.D., Electronic Business, Summa Cum Laude


	8/95
	Temple University
Philadelphia, PA


	Master of Business Administration, Magna Cum Laude



	5/88
	Dakota State University

Madison, SD
	Bachelor of Business Administration, Summa Cum Laude; Bachelor of Science in Information Systems, Summa Cum Laude


WORK EXPERIENCE

	8/04 - Present
	Director, Coordinator & Assistant

Professor
	Dakota State University - College of Business and Information Systems. 
Lead, teach, and conduct research in the Center for Information Assurance at Dakota State University, a National Center of Academic Excellence in Information Assurance Education. Assigned coordinator duties for 2007-2008 for graduate program in information assurance and computer security. 


	1/02 - 8/04
	Instructor
	Dakota State University - College of Business and Information Systems. Responsibilities include: leading the development of the information assurance program, teaching graduate and undergraduate information assurance courses, student advising, and various committees.



	11/98 - 11/01
	Director
	Hartford Life - Individual Life Operations & Project Management Office. 
Lead the New Business and Producer Support operations, including over 200 personnel in three geographic locations and a $10 million annual budget responsible for supporting the producer needs of the life business.



	8/92 - 11/98
	Assistant Director
	SmithKline Beecham - Operations / Technical Support. 
Provide direction to 10 staff and 75 contractors at EDS to support mainframe and distributed computing environments, including a 24x7 point-of-sale claims processing application and a 24x7 call center application.


	6/90 – 8/92
	Systems Consultant
	Accenture - Systems Resource Group. 
Develop and implement large-scale information systems used by consumer product companies, including Fingerhut and 3M.



	5/88 – 6/90
	Staff Consultant
	American Management Systems - Credit Management Group. 
Develop and implement information solutions for banks and financial institutions, including Sovran Financial Corporation, Signet Bank, Deere Credit Services, and Chrysler Financial Corporation.


TRAINING AND CERTIFICATIONS

	08/05
	Hotskills, Inc.
	St. Paul, MN, Class on Information Security Management Systems and ISO 17799 Implementation

	07/05
	University of California
	Los Angeles, CA, Class on Biometric Theory and Algorithms

	02/05
	British Standards Institute
	Marshall, MN, Certified Lead Auditor Training - ISO 17799

	07/04
	Naval Postgraduate School
	Monterey, CA, Workshop on Education in Computer Security

	12/03
	National Defense University
	Washington, DC, Information Security Certification

	12/00
	George Washington University

	Washington, DC, Project Management Classes


TEACHING ACTIVITIES

Taught the following graduate and undergraduate classes at Dakota State University:

INFS 754 – Network Security & Intrusion Detection

* INFA 743 – Information Assurance in Financial Transactions

* INFA 741 – Banking Assurance

* INFA 715 – Privacy, Fraud, and Identity Theft

* INFA 713 – Managing Information Security Risks

* INFA 711 – Security Policies and Procedures

* CIS 418 – Intrusion Detection and Control

CIS 427 – Information Systems Planning and Management

CIS 325 – Management Information Systems

CIS 350 – Hardware, Data Communication, and Networking

* CIS 292 – Principles of Information Security

CIS 251 – Business Applications Programming

CIS 130 – Visual Basic Programming

* Denotes classes I created for Dakota State University

CONFERENCE ACTIVITIES

Attended the following conferences:

2007 IT Security Entrepreneurship Forum, Stanford University, March 13-15, 2007.

2007 CISSE, Boston University, June 4-6, 2007.

N2TEC Workshop, South Dakota State University, July 25, 2007.

2007 Independent Community Bankers of South Dakota (ICBSD) Annual Retreat in the Black Hills, Sylvan Lake, SD, July 26-28, 2007.

2007 Genesis Group – South Dakota at a Crossroads: The Knowledge Economy at Dakota State University.

2007 InfraGard Congress, Minneapolis, MN, September,19, 2007

2006 and 2005 InfraGard Congress, Washington, DC.

2006 Independent Community Bankers of South Dakota (ICBSD) Power Session and Trade Show, Chamberlain, SD.

2006 Independent Community Bankers of South Dakota (ICBSD) Annual Retreat in the Black Hills.

2005 National SBIR/STTR Conference, Omaha, NE.

2005 9th Annual Colloquium for Information Systems Security Education, Georgia Institute of Technology, Atlanta, GA.

2005 CNSS Annual Conference in Washington, DC.

South Dakota Governor’s Economic Development Conference 2005 - “The Ultimate Reality” in Pierre, SD.

2004 8th Annual Colloquium for Information Systems Security Education, United States Military Academy, West Point, New York.
2004 5th Annual IEEE Information Association Workshop, United States Military Academy, West Point, New York.

2004 Information Assurance Boot Camp, United States Military Academy, West Point, New York.
2004 CNSS Annual Conference in Norfolk, Virginia.

The Sixth Workshop on Education in Computer Security (WECS06), Naval Postgraduate School, Monterey, California.

Conference to Feature 2010 Research Center Finalists in Pierre, South Dakota.

Science and Technology Research Conference in Pierre, South Dakota.

Research Seminar through Capella University in Atlanta, Georgia.

"Developing an IT Security Curriculum", presented by Course Technology and hosted by Minneapolis Community and Technical College in Minneapolis in 2003.

2003 Hewlet-Packard Higher Education Executive Forum in Houston, Texas.
2003 7th Annual Colloquium for Information Systems Security Education in Washington, DC.

2003 Cisco Systems Security Conference at the Sioux Falls Convention Center.

Senator Tom Daschle's 2002, 2003, and 2004 South Dakota Technology Summit in Sioux Falls, South Dakota.
BOOK CHAPTERS

K. Streff. Information Security in Banking. In: Managing Information Assurance in Financial Services (1st Ed.) Idea Group Inc. Hershey, PA. (2007), ISBN: 978-1-59904-171-1. 
N. Pullman and K. Streff. Identity Management and Access. In: Managing Information Assurance in Financial Services (1st Ed.) Idea Group Inc. Hershey, PA. (2007), ISBN: 978-1-59904-171-1. 

K. Streff and N. Pullman. Security Education, Training and Awareness. In: Social and Human Elements of Information Security: Emerging Trends and Countermeasures (1st Ed.) Idea Group Inc. Hershey, PA. (upcoming), ISBN TBD.
PEER-REVIEWED PUBLICATIONS AND PRESENTATIONS
K. Streff: Mini-Track Chair, International Conference on Information Warfare (ICIW 2008), Omaha, NE, April, 2008.

S. Malladi, O. El-Gayar, K. Streff. Experiences and lessons learned in the design and implementation of an Information Assurance curriculum. Proceedings of the 2007 IEEE Workshop on Information Assurance, United States Military Academy, West Point, NY, 20-22 June 2007.
K. Streff and P. Lovaas. The Development of an Information Assurance Awareness Assessment Instrument, Midwest United States Association for Information Systems (MWAIS) – May 18-19, 2007 Springfield, Illinois. 

K. Streff and P. Lovaas, A Case Study of Information Security Awareness in the Food Industry, Hawaii International Conference on Business – May 24-27, 2007 Honolulu, Hawaii.
Xinwen Fu, Wei Yu, Xukai Zou, K. Streff, and Steve Graham, On Recognizing Virtual Honeypots and

Countermeasures, Journal of Autonomic and Trusted Computing (JoATC), Accepted 2007.
Xinwen Fu, W.Yu, D. Cheng, X. Tan, K. Streff, and S. Graham, On Recognizing Virtual Honeypots and Countermeasures, In Proceedings of the IEEE International Symposium on Dependable, Autonomic and Secure Computing (DASC), Sep. 29-Oct. 1, 2006.
K. Streff, A. Rajagopalan, and Xinwen Fu, ABC: Adaptive Bank-Transaction Camouflaging Systems, in Proceedings of the International Conference on i-Warfare and Security (ICIW), University of Maryland Eastern Shore, USA, March 15-16 2006.
K. Streff and Z. Zou. “Developing and Enhancing a Computer and Network Security Curriculum” in the 2006 Journal of Computing Sciences in Colleges. Volume 21, Number 3, February 2006.
T. Dennis, O. El-Gayar, and K. Streff. A Model Program in Information Assurance and Computer Security. IACIS International Association for Computer Information Systems 2004, Issues in Information Systems (Volume IV No 2 Pages 97-102, 2004). 

T. Dennis, K. Streff and M. Moran. Applying to become a Center of Academic Excellence in Information Assurance Education, workshop to be delivered at the ISECON convention in November 2003.

K. Streff and W. Figg. The Effects of Social Engineering on Network Security. Submitted to HICSS07. Not accepted.

PAPERS UNDER DEVELOPMENT

K. Streff and P. Engebretson. An Innovative Information Technology Risk Assessment Model for Small-Entity Financial Institutions.

K. Streff and P. Engebretson. Information Security Program Design for Small-Entity Financial Institutions.

INDUSTRY PUBLICATIONS AND PRESENTATIONS

Presented “Achieving a Successful IT Examination” for the Nebraska Banker’s Association, Lincoln and Lexington, NE, December 10-11, 2007.

Presented a Webinar entitled “Regulatory Hot Buttons in IT Security” for the Independent Banker’s Association, November 7, 2007.

Presented “Regulatory Hot Buttons for IT Security” at the Virginia Bankers Association Operations & Technology Workshop, Charlottesville, VA, October 15-16, 2007.

Presented “IT Risk Assessment” at the Virginia Bankers Association Operations & Technology Workshop, Charlottesville, VA, October 15-16, 2007.
Presented “Regulatory Hot Buttons for IT Security” at the Mid-America Credit Union Association Managers & Directors Conference, Sioux Falls, SD, October 18-20, 2007.

Presented “Business Continuity and Disaster Recovery” at the Mid-America Credit Union Association Managers & Directors Conference, Sioux Falls, SD, October 18-20, 2007.

Presented “Security Awareness and Social Engineering” at the Mid-America Credit Union Association Managers & Directors Conference, Sioux Falls, SD, October 18-20, 2007.

Presented “IT Risk Assessment” at the Mid-America Credit Union Association Managers & Directors Conference, Sioux Falls, SD, October 18-20, 2007.

Presented a Webinar entitled “Regulatory Hot Buttons in IT Security” for the Financial Education and Development, June 19, 2007.

Presented “Identity Management – Biometric Alternatives” at the Blackboard Day Seminar: Transaction Systems and Their Impact on Your Campus, Hosted by Dakota State University, May 21-22, 2007.

Presented “IT Audit for Community Banking” at a South Dakota Banker’s Association event in Pierre, SD, April 12, 2007.

Presented “Information Security in the Banking Infrastructure” at the Minnesota InfraGard member meeting, January 9, 2007.

Presented “Information Security in Community Banks” to the Siouxland Bankers Association in Hawarden, Iowa.

Featured several times as guest on South Dakota Public Radio, discussing biometric technology and their likely implications to both privacy and security, Dakota State’s partnership with the FBI, and iris recognition as a method of identification and verification.

Featured several times on KELO, KSFY, and/or KDLT evening news. Topics included biometric technology, Dakota State’s national recognition in information assurance, the iris recognition system on campus, and Dakota State’s partnership with EROS Data Center.

Presented “Identity Management – Biometric Alternatives” at the Blackboard Day Seminar: Transaction Systems and Their Impact on Your Campus, Hosted by Dakota State University, May 21-22, 2007.

Presented “Information Security” to the Compliance Professionals Group in December, 2006.
Served on a panel at the South Dakota Technology Summit, “Information Security and Compliance”, held in Sioux Falls, SD, November 2006.

Presented “Information Technology: The Risk Assessment Process from A to Z” to the Community Bankers of Wisconsin in Wisconsin Dells, WI, October 2006.
Presented “A Case Study - Information Assurance Awareness Measurement” at the Spring, 2006 Center of Excellence Symposium held at Dakota State University, May, 2006.
Conducted a Workshop: “Information Security Programs – Beyond the Regulatory Requirements” at the National Operations, Security and Technology Conference hosted by America’s Community Bankers in St. Petersburg, FL, March, 2006.
Presented “Information Security Programs” to the Community Bankers of Wisconsin in Green Bay, Eu Claire and Wisconsin Dells, WI, March 2006.
Presented “Information Security Programs” to the Community Bankers of Ohio in Columbus, OH, February 2006.
Presented “Multi-factor Authentication – Meeting the FFIEC Federal Mandate” to all Federal Reserve bank examiners in the 9th Federal Reserve District in Minneapolis, MN, February 2006.
Presented “Issues and Solutions Relevant to Security in the Banking Sector” for the InfraGard Minnesota Member Alliance, January, 2006 in Minneapolis, MN.

Appeared on a news story by KDLT regarding e-voting and the hacking concerns citizens have about the upcoming presidential election, 2006.

Northwestern Financial Review magazine. Highlighted Dakota State’s Information Assurance Program and the economic development spin-off story of Secure Banking Solutions, LLC, 2006.
Reviewer for the book entitled Enterprise Information Systems Assurance". Reviewed a book chapter entitled “DMZ/IPN firewall design and deployment” for Dr. Raymond Vaughn at Mississippi State University, 2006. ISBN 1-59140-911-X and ISBN 1-59140-912-8 and eISBN: 1-59140-913-6.
Article in the Argus Leader regarding password vulnerabilities and the use of biometric technology to overcome these issues. Asked to comment by the Argus Leader as an expert in biometric technology regarding the trends and issues. The article was on the front page of the Argus Leader, 2006.
Article in the Prairie Business Magazine in March regarding information assurance. The article highlighted the security symposium and Dakota State’s information assurance program. The article also offered advice to businesses to secure their environments.

Keynote Speaker: “The Dirty Little Secret: Attacks on Academia” at the 2005 Information Technology Security Conference for Education and IT Professionals at North Dakota State University in Fargo, ND.
Conducted a Four-Hour Workshop: “Protecting Confidential Information in the Ever-Changing Internet Age” at the 2005 League for Innovation Conference on Information Technology in Dallas, TX.

Presented “Developing and Enhancing a Computer and Network Security Curriculum” at the 2005 Consortium for Computing Sciences in College in Denver, CO.

Presented “Myths, Truths, and a Plan of Action” at the 2005 Security Summit attended by over 160 bankers from Minnesota, South Dakota, North Dakota, Iowa, and Nebraska.

Presented “Information Security Programs for Correspondent Banks” at the 2005 Correspondent Bankers Conference sponsored by First National Bank.
Presented “Comprehensive Information Security Programs for Community Banks” to the Council of Community Bankers Association at their national convention for state executive directors, 2005.
Presented “Information Security Programs” to the South Dakota Bankers Association for the 2005 South Dakota Bankers Association Group Meetings. Over 250 bankers were in attendance.
Presented “Creating Cost-Effective Information Security Programs for Small and Medium-Sized Banks” to the Independent Community Bankers of South Dakota (ICBSD) at the 2005 ICBSD Annual Retreat in the Black Hills.

Presented “Biometrics” to the South Dakota Association for Information Technology Professionals (AITP) in Sioux Falls, SD, 2005.
Presented “Information Security Opportunities” at the Communications Academy held at Mitchell Technical Institute, 2005.
Presented “Enterprise Information Security Programs” to the Information Security department at Citigroup in Sioux Falls, SD. Highlighted the international information security standard ISO-17799 for consideration at Citigroup, 2005.
Presented “Physical Security for the Educational Environment” to technology educators and coordinators for high schools in South Dakota at the 2005 Technical Coordinators Conference.
Presented “Information Security Vulnerabilities in Small and Medium-Sized Banks” to the Kansas City region of the Federal Insurance Deposit Corporation, 2005.
Presented “Security in South Dakota’s Banking and Finance Industry” at the Credit Card Industry Meeting sponsored by the South Dakota Banking Association, 2005.
Presented “How to Become a Center of Academic Excellence in Information Assurance” at the 2nd Annual Workshop on Information Assurance and Security at North Dakota State University in Fargo, ND, 2005.
Presented “A Strategic Business Differentiator: Security in South Dakota’s Banking and Finance Industry” at the Credit Card Industry Meeting sponsored by the South Dakota Banking Association, 2005.
Published a whitepaper for The Department of Homeland Security entitled “Mainframe Security”, 2004.
At the request of South Dakota Governor Mike Rounds, presented “Information Assurance Threats and Trends” to the South Dakota Bankers Association, 2004.
Presented at the Course Technology/Thompson Learning National Conference 2004 in San Antonio, TX. Two topics were presented: "How to Become a Center of Academic Excellence in Information Assurance through the National Security Agency" and "Setting Up an Attack & Defend Lab".
Presented at the SIAS2004 Regional Symposium at St. Cloud State University. Served on a panel that addressed “The Current Status of Information Assurance Transfer Curriculum”.
At the request of Senator Tim Johnson, served on a panel discussing identity theft threats and solutions at the Center for Active Generations in Sioux Falls, South Dakota. Also serving on the panel were the Federal Trade Commission, U.S. Postal Inspection Service, and The Sioux Falls Police Department, 2004.
Presented “Securing your Tablet PC” and “Securing your Home PC” as part of the Technology Workshop Series for Faculty on the campus of Dakota State University, 2004.
Presented “Physical Security: Educational Awareness in Educational Technology” at the South Dakota Society for Technology in Education Fall Conference, 2004.
Featured as a biometrics subject matter expert for articles in the Argus Leader dated 5/6/04 “DSU sees its future in fingerprints, eyeball”, and 1/4/05 “Biometrics: a battle between privacy and convenience”, 2004.
Featured in PrairieBusiness article “E-Commerce Security” highlighting Dakota State’s information assurance program and our overcoming the odds to become a national leader in information assurance, 2004.
Presented at the DSU2003 Annual Center of Excellence Information Assurance Symposium. Presented "Dakota State as a Center of Academic Excellence in Information Assurance".

Presented at the SIAS2003 Regional Symposium at St. Cloud State University. Presented "Future Trends of Information Assurance and Security".
Presented at the Annual Center of Excellence in April 2003. Presented "Dakota State University and the Tablet PC: A Panel Discussion on this Cutting Edge Technology”.
Presented the use of a Merlot object at the LOFTI/MERLOT showcase at Northern State University, 2003.
RESEARCH

Most of my research is on the managerial side of information assurance in small-entity financial institutions (less than $2 billion in assets). Topics include:

· Security Awareness – Published several papers and a book chapter in the field. Also landed a couple of grants to promote this work.

· Information Technology Risk Assessment – Given many lectures on the topic. Working on several papers to publish a new model on IT risk assessment for small-entity financial institutions.

· Information Security Programs – Given many lectures on the subject. Working on several papers to publish an information security program model for small-entity financial institutions.

Working to establish the National Center for Bank Security at Dakota State University. Worked with Senator Johnson’s office to secure a federal earmark to promote this work beginning 2004. Have a significant grant under development with the state of South Dakota, industry partners and federal agencies to sustain this work.

Leading efforts to create the first “biometric university”, where many of the physical, cyber, and transaction identification and verification needs are handled via biometric technology. Established an Identity Assurance and Management lab with finger, iris, vein, hand geometry, face, signature, keystroke dynamics and voice recognition systems.

Worked with two graduate students to secure summer grants through the 2005 Seed Grant program sponsored through the South Dakota Office of Tourism. One student will develop a security awareness tool and the other will develop some biometric infrastructure to facilitate biometric adoption. Each seed grant resulted in the submission of an $80,000 SBIR Phase 1 grant request.

Worked with several students over the past three years on Student Research Initiatives. All projects were centered on information protection research.

GRANTS

Awarded $2.5 million from the state of South Dakota for the National Center for the Protection of the Financial Infrastructure.

Awarded $100,000 South Dakota Future Fund grant in 2007 to establish a National Center for the Protection of the Financial Infrastructure.

Awarded a $35,000 scholarship for Pat Engebretson (doctoral student) through the 2007 South Dakota NSF EPSCoR program.

Awarded a $35,000 scholarship for Petter Lovaas (doctoral student) through the 2007 South Dakota NSF EPSCoR program.

Awarded a $15,750 scholarship for Chris Cook (MSIA student) through the 2007 South Dakota NSF EPSCoR program.

Awarded a $15,750 scholarship for Mike Osborne (MSIS student) through the 2007 South Dakota NSF EPSCoR program.

Awarded a $15,750 scholarship for Brent Adams (MSIA student) through the 2007 South Dakota NSF EPSCoR program.

Awarded $120,557 2007 Major Research Instrumentation Program NSF Grant (MRI) working with PI Dr. Fu, and fellow Co-PIs Dr. Halverson and Dr. Graham to establish a network infrastructure for information assurance research.

Awarded $28,854 grant through the 2007 Governor’s 2010 Individual Research SEED Grant Program.
Awarded $32,000 grant in 2007 from Department of Defense (National Security Agency) to continue to develop digital forensics capabilities on campus. Worked with Dr. William Figg (PI for the grant).

Wrote and submitted $150,000 grant from The Great Plains Education Foundation for seed money for a Model Bank to study bank security.
Awarded $80,000 grant in 2006 from Department of Defense (National Security Agency) to develop digital forensics capabilities on campus. Worked with Dr. William Figg (PI for the grant) to develop the relationship with the NSA to secure the funding.

Awarded $248,000 grant through the Department of Education to further augment the Center for Information Assurance (2004 – 2007). These monies included funding to hire 1 additional IA faculty, sponsor and conduct a security conference, and conduct a training workshop for bankers and bank examiners. I am PI for the grant.

Wrote and submitted along with Co-PI Dr. Lynette Molstad-Gorder an application to the NSF STEM program for $420,000 to provide undergraduate and graduate information assurance scholarships.

Wrote and submitted a Defense Scholarship grant proposal to the Department of Defense in February 2005 requesting $98,000 of funding for four graduate and undergraduate scholarships to attract top information assurance students to DSU. 

Worked with Dr. Malladi and a faculty from University of Maryland to request $491,373 over three years to research and cryptographic protocol analysis. 
Awarded a faculty research award in the 2005 Dakota State University Faculty Research Initiative Project. Awarded $500 to participate in the project, which culminates with a submission to a peer-reviewed journal.

Wrote and submitted $500,000 grant from the federal government to establish a National Center of Bank Security. Worked with Senator Tim Johnson to put together the concept paper for this federal allocation for information assurance research at Dakota State. I would be the PI for the grant. Decision is pending.

Wrote and submitted $1,500,000 grant from the federal government to establish a Model Bank to study bank security. Worked with Senator Tim Johnson to put together the concept paper for this federal allocation for information assurance research at Dakota State. I would be the PI for the grant. Decision is pending.

Co-wrote and submitted a 2005 Small Business Innovation Research Phase I grant to build a security awareness toolset customized to the needs of small and medium-sized banks. The grant requested $80,000 to operationalize the security awareness prototype we built through a 2005 STEP Grant.
Co-wrote and submitted a 2005 Small Business Innovation Research Phase I grant to build biometric tool. The grant requested $80,000 to operationalize the biometric prototype we built through a 2005 Seed Grant. 
Wrote and submitted a Scholarship Track proposal to the NSF Federal Cyber Service: Scholarship for Service (SFS) solicitation (NSF05-507) in January 2005 requesting $2.1 million of funding for graduate and undergraduate scholarships to attract top information assurance students to DSU. 

Wrote and submitted a Capacity Building Track proposal to the NSF Federal Cyber Service: Scholarship for Service (SFS) solicitation (NSF 05-507) in January 2005 requesting $580,000 of funding to further build out the information assurance capabilities at DSU and Sinte Gleska University.

Awarded $125,000 grant from The Great Plains Education Foundation for biometrics research. The grant includes five $10,000 scholarships, $70,000 in biometric equipment, and $5,000 for travel to national biometric conferences. I am PI for the grant.

Awarded grant for two graduate students to secure summer grants through the 2005 NSF Partnerships for Innovation in Science/Technology Entrepreneurship Program (STEP) sponsored through the South Dakota Office of Tourism. 

Submitted to the 2005 SEED Program (Governor’s 2010 Individual Research SEED Grant Program) to buy out half of my time to conduct research.

Worked with students in 2005, 2006 and 2007 who were awarded research grants through the Dakota State University Student Research Initiative Project where students were awarded $300 for their research projects, which concluded with a poster session in the Capital Building in Pierre, SD and a presentation at the Spring Center of Excellence conference.
Awarded a faculty research award in the 2005 Dakota State University Faculty Research Initiative Project. Awarded $1,000 to participate in the project, which culminates with a submission to a peer-reviewed journal.

Awarded a $7,000 summer grant in 2004 to create two new information assurance courses: INFA711 Security Policy and Procedures and INFA713 Managing Information Security Risks. 

Wrote and submitted a proposal to the NSF Federal Cyber Service: Scholarship for Service Grant (NSF 04-505) in January 2004 requesting $2.0 million of funding for graduate and undergraduate scholarships to attract top information assurance students to DSU.  

Wrote and submitted a proposal to the NSF Cyber Trust (NSF 04-524). The grant requested $2.1 million to develop Dakota State into a biometrically equipped campus that would serve as an applied research lab.  

Wrote and submitted a proposal to the 2010 Research Initiative through the state of South Dakota requesting $4.5 million to build a national biometrics infrastructure. My proposal was one of six finalists.  

Assisted in writing and submitting a proposal to the NSF Capacity Building Grant (NSF 04-505) submitted January 2004 requesting $580,000 of funding to further build out the information assurance capabilities at DSU and Sinte Gleska University. 

Awarded a $1,000 summer grant in 2003 to expand the curriculum in two information assurance courses to meet the requirements of the NSTISSI 4011 and 4013 national standards used by the National Security Agency to verify curriculum. 

Awarded a $3,500 grant in 2003 to assess the teaching effectiveness of current assessment instruments in a software development class. Partnered with Lynette Molsted to use technology software to create online quizzes in two programming courses.

Awarded a $16,500 Governor's Grant in 2002 to redesign the information system planning and management course to include applied technology. 

ADVISING
Served as Academic Coordinator for the MSIA program. Advised all MSIA graduate information assurance students, helping graduate students create their plans of study, answer questions and help with scheduling issues. 

Advisor for up to 75 undergraduate students Helped undergraduate students understand their program, build their schedule, answer questions and register for classes.

Served as a freshman success facilitator and taught GS100 for incoming information security students. Helped these students transition from high school to college to improve student retention.

SERVICE

Worked with two other DSU faculty members and the business community to establish the Center for Techno-Entrepreneurism at Dakota State University (CT@DSU). Serve on the board.

Directed efforts to gain National Security Agency (NSA) designation as a Center of Academic Excellence in Information Assurance (CAE). Successfully mapped Dakota State's undergraduate information assurance curriculum in to meet the NSA's curriculum requirements, with 100% mappings for the NSTISSI 4011, 4013 and 4017 national standards. Led efforts on behalf of Dakota State to officially apply to become a Center of Academic Excellence in 2003 and redesignated in 2007.
Worked with Dr. Wittmayer to create the Master of Science in Information Assurance (MSIA) degree. The new MSIA program focuses on cybersecurity, wireless security, and banking and financial services security. Received South Dakota Board of Regents approval to deliver the program beginning Fall 2004.

Worked with DSU administration to create The Center of Information Assurance Education and Research in Banking and Finance at DSU to provide a vehicle for faculty and students to conduct important information assurance education and research to identify security solutions relevant to the banking and finance sector. 

Served as Director of the Center for Information Assurance. As such, spoke many times to promote the program, mentored junior faculty on teaching, research and grant writing and served as the point person to answer questions regarding our information assurance program.

Served as Academic Coordinator for the MSIA program. Advised all MSIA graduate information assurance students, helping graduate students create their plans of study, answer questions and help with scheduling issues. 

Performed assessment of MSIA students for the final exit examination. Currently chairing a group to redo this assessment process to be in line with the ISC2 CISSP assessment requirements.

Worked with Dr. Joshua Pauli, Dr. Tom Halverson and the Lake Area Improvement Corporation (LAIC) to establish the Center for Techno-Entrepreneurism at Dakota State University. Will serve on the board to help guide the Center. Dr. Pauli is the Director of the Center.

Founded and coordinated (with Dr. Wayne Pauli) an annual Information Assurance Symposium at Dakota State University. The day-and-a-half event included national and regional leaders from the FDIC, OCC, OTS, Department of Treasury, and the Federal Reserve Bank. The Summit was attended each year by over 200 individual who work in or support the banking industry. The Summit was co-sponsored by Senator Johnson and promoted by the independent community banking associations in South Dakota, North Dakota, Iowa, Nebraska, and Minnesota. 

Facilitated a partnership between the U.S. Geological Survey – EROS Data Center and Dakota State University and the National Center of Excellence in Information Assurance Education. The 5-year partnership focuses on training and education, information technology security, digital image processing, geospatial information analysis and synthesis, and networking and computing systems. I serve as the coordinator and point-of-contact for the partnership. 
Served on the Information Assurance Advisory Board that provided strategic direction to the information assurance program. Other representatives on the board included Citibank, Wells Fargo Bank, First Premier Bank, South Dakota Bankers Association, Federal Reserve Bank, Office of the Comptroller of the Currency, Federal Deposit Insurance Corporation, Department of Homeland Security - South Dakota, Target Corporation, The Schwan Food Company, 4FrontSecurity, and South Dakota Bankers Association.

Worked with the Independent Community Bankers of South Dakota (ICBSD) to hold a career day at Dakota State University in 2005, 2006 and 2007. Attracted 35 to 50 high-school students from 18 to 30 high schools to campus for a ½ day event on technology careers. Many of these high school students are now DSU students.
Led efforts to create a South Dakota InfraGard chapter at Dakota State University. InfraGard is a division of the FBI, a partnership between private industry and the U.S. government, and was developed to encourage the exchange of information by the government and the private sector members. Formed the SD chapter in late 2003, and serve as the President of the chapter.

Worked with a team of DSU faculty and support staff to plan and establish a hacker lab in 2003 where students learn to defend against the tools that hackers use to penetrate and cause havoc. Utilized this new lab in both graduate and undergraduate classes to simulate hacker attacks, and develop solutions against attacks.

Served on the following committees:

· Graduate Council

· University Research Committee

· Assessment Committee

· Standards Review Committee

· Information Assurance Planning Council 
· IA Search and Screen Committee to hire two additional IA faculty at Dakota State University

· MSIA Admission Sub-Committee to review applications to the MSIA program
· MSIA/MSIS Graduate Committee to support the MSIA and MSIS programs on campus
· MSIA Marketing Committee to develop a marketing plan for the MSIA program
Developed two scholarship programs for information security students. The first is with South Dakota Banker’s Association (SDBA) and includes an annual $1,000 scholarship for a student to study information assurance at Dakota State University. The second is with Independent Community Bankers of South Dakota (ICBSD). This program includes two to four annual $1,000 scholarships for a student to study information assurance at Dakota State University. 
Chaired the Information Assurance Planning Council that led efforts to create an Information Assurance program on campus in 2003. Worked with a team of faculty and administrators to create degree programs, curriculum, a research center, and complete an application to gain National Security Agency designation as a Center of Academic Excellence in Information Assurance.

Worked with DSU administration to form a partnership with Sinte Gleska University (SGU) on the Rosebud Sioux Reservation in Mission, South Dakota where SGU students have access to DSU information assurance resources and the universities agree to work collaboratively to build out the information assurance capabilities at SGU. 

Worked with DSU administration to expand the partnership with Northwest Iowa Community College to include IA. Worked to establish a matriculation agreement with Northwest Iowa Community College (NWICC) so that NWICC students can transfer to DSU's B.S. in Electronic Commerce and Computer Security without losing credits.

Initiated the planning of a new Minor in Computer Forensics in 2003 with Dr. William Figg.
Directed the efforts to create an information assurance portal at Dakota State University in 2003.

Chaired a committee that developed “Friends of the Program”, a new annual scholarship campaign to raise scholarship dollars to track and cross-country athletes. Raised $3,500 in 2007.

PROFESSIONAL AFFILIATIONS AND SERVICE

Mini-Track Chair:
International Conference on Information Warfare (ICIW 2008), Athens, Greece, May, 2008.

Conference Committee:
International Conference on Information Warfare (ICIW 2006), University of Maryland.

International Conference on Information Warfare (ICIW 2007), Naval Postgraduate School, Monterey, California.


Information Assurance, Network, Database and Software Security (IANDSS2007), St. Cloud State University, St. Cloud, Minnesota, November, 2007.


Computer and Cyber Forensic Workshop 2006 (CCFW’06), St. Cloud State University, St. Cloud, Minnesota, April, 2006.


Computer Security and its Impact on Rural Businesses symposium (2006), Southwest Minnesota State University.

Session Chair: 
Systems Analysis and Design Methods track, Midwest United States Association for Information Systems (MWAIS) – May 18-19, 2007 Springfield, Illinois. 


Management Information Systems, Hawaii International Conference on Business – May 24-27, 2007 Honolulu, Hawaii.
Paper Reviewer: 

HICSS 2008





AMCIS 2006





CISSE 2005, CISSE 2006 and CISSE 2007

Member:


Association for Information Systems - IAS (2007 – present)





International Systems Audit & Control Association – ISACA (2007 – present)





IACIS (2005 – present)





Federal Information Systems Security Educators' Association (2003 – present)





Elks Club (2003 – present)

Founder and Partner:
Secure Banking Solutions, LLC (2004 – present)

Founder and President:
South Dakota InfraGard Member Alliance (2003 – present)

HONORS AND AWARDS

Elected President of the South Dakota InfraGard Chapter. Identified as South Dakota delegate to represent South Dakota in the National InfraGard Congress. Also serve on the National InfraGard Finance and Budget Committee.

Received a Certificate of Recognition on behalf of the Minnesota State Colleges and Universities for my work in promoting the development of Information Assurance, Operating Systems, and Network Security curricula in the states of Minnesota, North Dakota, South Dakota, Wisconsin, and Iowa.

Received a full-tuition and fees scholarship from the University of Tulsa to attend The Information Systems Security Professional Certification Program at the National Defense University and the Information Resources Management College in Washington, DC. Successfully completed four courses covering global networking, infrastructure assurance, managing security in a networked environment, and enterprise security strategies. Completed all four courses in summer, 2003 and received 4011 certification in December 2003.

Awarded Chairman's Award for project leadership of $35 million project – The Hartford (2001)

Awarded Leadership Excellence Award for departmental leadership – The Hartford (2001)

Awarded President's Award for project leadership – The Hartford (2000)

Awarded Gold Award - SmithKline Beecham (1998)

Awarded Crystal Award - SmithKline Beecham (1997)

Awarded Silver Award - SmithKline Beecham (1996)

Awarded Crystal Award - SmithKline Beecham (1996)

NON-ACADEMIC EXPERIENCE

The Hartford – Minneapolis, MN (November 1998 to November 2001)

Director – Individual Life Operations

Directed the efforts of 200+ staff in multiple geographic locations that were responsible for servicing the individual life insurance business.  Primary responsibilities included processing all new life insurance applications, supporting the needs of the producers and supporting the end-customers through a call center.
Overall, led the group to improved turn-around times, unit costs and customer satisfaction.  Named to a merger and acquisitions team in 2000 that led to the $1.1 billion purchase of Fortis Financial Services, and assumed additional responsibility for New Business and Producer Support activities for all Fortis business.

Director – Project Management Organization

Created and led a project management organization to service the needs of the business.  Primary responsibilities included recruiting, hiring and training a project management staff, creating a project management methodology, creating a project management certification program, developing a mentoring program, creating a project request and prioritization process and delivering all medium and large sized projects on time and on budget. Served as the Program Director for a series of large projects. The $35 million effort was delivered on time, within five percent of budget and won the organization’s Chairman’s Award.  Also received a Leadership Excellence Award for role in directing the project.

SmithKline Beecham – Philadelphia, PA (August 1992 to November 1998)


Diversified Pharmaceutical Services – Bloomington, MN

Assistant Director – Operations and Technical Support

Managed a technical environment that was outsourced to EDS.  Responsibilities included providing direction to 10 staff and 75 EDS personnel to support all mainframe and distributed computing environments.  Directed several groups responsible for supporting all development and production systems, including a 24x7 point-of-sale claims processing application and a 24x7 call center application with 400 customer service representatives.

Manager – Technical Support

Managed a group responsible for distributed computing architecture, infrastructure and support.  The group was staffed with senior technical individuals who were experts in their fields and could build infrastructure to benefit the entire organization.  Developed a strategic plan for the client/server, and partnered with key line managers to leverage technology into cutting-edge products for competitive advantage.

Manager – Application Development

Built and directed a new application development group responsible for building client-reporting solutions.  Recruited and managed a group of 20 staff and 10 contractors who built data warehouses and on-line reporting tools to meet the needs of our customer base. Created Diversified’s first internet-enabled application.  Partnered with Born Information Systems to evaluate Internet technology and conduct a pilot project.  After a successful pilot, built a web-based on-line eligibility system that was the first of its kind.

SmithKline Beecham – North American Pharmaceuticals – Philadelphia, PA

Project Manager – Application Development

Managed several teams of staff and contractors to develop mainframe and client/server financial systems to support the National Accounts business. Participated in several industry groups to simplify the communication between HealthCare organizations.
Accenture – Minneapolis, MN (June 1990 to August 1992)

Systems Consultant, Systems Resource Group

Hired into a resource group staffed with experienced technical professionals who could go on assignment and mentor less experienced staff.  Developed and implemented information systems used by consumer product companies.  Specific engagements included:

· Fingerhut – Supervised several teams to create a new warehousing and inventory system hat enabled     Fingerhut to open a second warehouse located in Johnson City, TN.

· 3M – Supervised several teams in creating a new customer service system.

American Management Systems – Chicago, IL (May 1988 to June 1990)

Staff Consultant, Credit Management Systems Group

Developed, implemented and supported information systems used by financial institutions to manage their portfolios.  Specific engagements included:

· Signet Bank – Led the customization, implementation and support of a Loan Application Processing system.

· Sovran Financial Corporation – Customized a Loan Application Processing system.

· Deere Credit Services – Customized a Loan Application Processing system.

· Chrysler Financial Corporation – Customized a Credit/Collection system.
