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non-standard attacker inference rules *

Abstract

In this paper, we extend constraint solving for protocol
analysis with two non-standard attacker inference rules that
are possible when using CBC method for symmetric key
encryption and RSA method for asymmetric key encryp-
tion. We explain our technique and implementation using
some examples which include previously unknown attacks
on popular protocols. We also simplify the framework of
constraint solving as presented by Millen and Shmatikov.
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1 Introduction

Constraint solving for bounded process cryptographic
protocol analysis was first presented by Millen and
Shmatikov [MSO1]. Since then, the technique has gained
popularity due to its simplicity, clean representation of
the problem, and ease of use [CE02, BMV03, CMAFEOQ3,
MSO03]. In this paper, we present an extension of constraint
solving with two non-standard attacker inference rules:

L monli = [l

(Im,n] denotes pairing m and n. [t];” denotes ¢
encrypted with k using a symmetric keying algorithm.
= denotes the relation infer ).

This rule was long known to hold when using CBC
(Cipher Block Chaining) method for symmetric
key encryption provided m is a whole number of
blocks [Boy90, SG92].

2. Similarly, Coppersmith et al. have shown that the rule

{la, [z, 0]l [e; [z, d]ly", a,b,c,d} =
where a £ZcVb#d
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([t]” denotes t encrypted with k using an asymmetric
keying algorithm) would hold, under certain assump-
tions, when using RSA method for asymmetric key en-
cryption [CFPR96].

We implemented both inference rules in the constraint
solver and tested them on several examples!. Interestingly,
the seemingly simple CBC rule presented unforeseen dif-
ficulties in both theory and implementation. On the other
hand, the RSA rule, which has resisted all attempts at in-
corporation into unbounded analysis, was straightforward
to incorporate in the constraint solver and has a satisfactory
theory. The implementation using examples is explained in
Section 3.

Our implementations preserve the termination, sound-
ness and completeness properties of the original constraint
solving algorithm. Due to space limitations, proofs for these
claims are given separately in a paper to be submitted.

We also simplify the framework of the original Millen-
Shmatikov constraint solving paper by observing that the
notion of “encryption hiding” is in fact redundant.

2 Constraint Solving

The aim of constraint solving is to answer the following
question:

Given a scenario with a finite number of proto-
col participants, is an attack possible in this sce-
nario?

The term algebra is comprised of simple terms, namely,
variables and constants as well as compound terms such as
pairs, encryptions, hashes and signatures formed by using
corresponding operators on terms. A ground term is any
term that does not contain a variable.

Variables are denoted using uppercase letters (e.g.
N 4, B) while constants using lowercase letters (e.g. a, ny).

Pairing of terms ¢; and ¢, is denoted [t1,t2]. We repre-
sent ¢ encrypted with k using a symmetric keying algorithm

'On-line demo at http://constraintsolver.org



by [t];” (k can be any term); if the superscript is — instead
of <, it represents ¢ encrypted with k using an asymmetric
keying algorithm. Public-key of agent X is denoted pk(X).
The hash of ¢ is written h(t), and sig, (t) denotes signature
of term ¢ validated using key k. The constant € denotes the
attacker.

2.1 Protocol Model

Constraint solving relies on the strand space frame-
work [THG9S] for its protocol model. Each role in a pro-
tocol is represented using a parametric strand, which is a
series of communication nodes, sending or receiving mes-
sages. A protocol, which is a collection of roles, is thus a
set of parametric strands called a semi-bundle (a term orig-
inally coined by Song [Son99]).

2.2 Standard Attacker Capabilities

We capture standard attacker capabilities as inference
rules on the set of terms known to the attacker, namely pair-
ing, splitting, encryption, and decryption, as well as hashing
and signatures.

Definition 1. The set of attacker term set operators is
defined as ® = ® 4,01, U Ogynin,

with (I)analz = {¢split7 ¢pdecv ¢sdec} and
(psynth = {¢pair7 ¢penm ¢senc» ¢hash7 ¢s’ig}a where

¢sput(§) =SU{ztU{y}if[z,y] €5,

¢pdec( ) =Su {Jf} lf[l‘];l;(e) S S,
(bsdec(S) =5U {x} lf[fﬂ];,y €S,
Dpair (S) = S U{[z,y]} if z,y €5,
Ppenc(S)= S U {[x];} ifr,y€s,
¢senc(s) =Su {[x];} lfx,y S S,

Prasn(S)= S U{h(2)} ifz €S,
Qbsig(S) =SU {sigpk,(e) ()} ifz e S.

Note that we use functional notation for the ¢ operators
(following [MSO01]), although they are actually only rela-
tions, since in general we have a choice of terms on which
we can act. Usually this will cause no problems, but when
the situation demands, we will specify the term or terms on
which our operator acts.

The question as to whether a term ¢ can be generated by
the attacker using ® is formulated using the fake operation,
F:

Definition 2. Given a set of ground terms T, then F(T) is
the closure of T under ®: that is, t € F(T) iff there exist

D1y On € Dsuchthatt € ¢ (... (61(T))...).

2.3 Satisfiability

As explained before, in constraint-based analysis, the
goal is to find an attack on a protocol scenario. The idea is
to first include a violation of a security property in the semi-
bundle that is to be tested. For example, to test secrecy, an
artificial test strand emitting a (supposedly) secret term is
included. Next, all nodes in the semi-bundle are combined
into a “node-merge”. Since there are finitely many strands
with finitely many nodes, there can be only finitely many
node-merges.

Now if there is an attack on the scenario, an attacker has
to derive all messages that are expected to be received by the
participants in at least one node-merge. These requirements
are called constraints. To derive a message, he has in his
armory all messages sent before that message.

A typical constraint in the sequence is denoted as m : T,
representing that m should be derivable from 7. A con-
straint sequence C' with n constraints would be written as

(my : Th,...,my : Tp).
If C is satisfiable, i.e.,

Ym : T € C,om e F(oT)

where o is the attacker’s substitution of ground terms for
variables in C, then there is indeed an attack on the node
merge from which the constraint sequence was extracted.
Further, o is said to satisfy C (denoted o - C).

Satisfiability is determined using a constraint satisfac-
tion procedure explained in the next subsection.

2.4 Constraint Satisfaction Procedure

The goal of the constraint satisfaction procedure is to
find a consistent substitution that satisfies the given con-
straint sequence. The procedure formulated originally
in [MSO1] (denoted P) is given in the Appendix.

The procedure handles one constraint at a time—the first
constraint in the sequence, say m : 7T, such that m is not
a variable (called the active constraint). The procedure ap-
plies reduction rules that simplify the constraint. A typical
reduction rule r is represented as:

Ceom:T,Css0 (r)
: - r).
Co,m':T",Cy 50!

Here, C. is the sequence in C' before the active con-
straint m : T and C is the sequence after the active con-
straint. m’ : T is the reduced constraint, while ¢ and o’
are the original and modified attacker substitutions respec-
tively.

If more than one rule can be applied on the active con-
straint, or if the same rule can be applied in more than one




way, the reduction tree branches. Indeed, the procedure
generates a tree with nodes corresponding to the constraint
sequences and the branches representing the applied rules.

If reduction rules are applied on a constraint to the extent
that the left side of the constraint (m in m : 7T') has been
reduced to a variable (whereupon it is called a simple con-
straint), then the constraint is deemed solvable and the next
constraint in the sequence is handled. If the attacker sub-
stitution has been changed, it is carried on to the next step.
This process is continued until no more constraints are left
(in which case the sequence is deemed satisfiable), or the
process halts because one of the constraints in the sequence
cannot be reduced to a simple constraint.

2.5 Perfect Encryption and Non-standard Infer-
ence Rules

The perfect encryption assumption means that encryp-
tion is assumed to be unforgeable and unbreakable. For-
mally, this takes two forms:

1. It should be impossible to create [t]; without knowing
both t and k. The Cipher Block Chaining cryptosys-
tem for symmetric key encryption presents a potential
weakness that violates this assumption. Here, given

a term [tq, 2]}, the attacker can infer [¢1]; without
actually possessing ¢; or k.

2. If [t]x is an encryption, then it should be impossible
to gain any knowledge of ¢ without possessing the
inverse-key of k. Coppersmith et al. in [CFPR96]
present a weakness in the RSA public-key cryptosys-
tem, that enables an attacker to violate this condition.
Here, an attacker can infer part of the plain-text, x from
two encryptions, [a, [z, b]];” and [c, [z, d]];” without
knowing the corresponding inverse of k.

Standard inference rules adopt the perfect encryption as-
sumption. Hence, the above two rules that violate the as-
sumption fall into the category of “non-standard inference
rules”. Apart from the fact that these rules break the as-
sumption in two different ways, they contain some interest-
ing properties and challenges:

1. They arise out of weaknesses in cryptosystems that
follow different modes of encryption (symmetric and
asymmetric).

2. One creates a term that may have never existed in the
original term set, while the other extracts a subterm of
the original term set.

3. They look at deeper levels of term structure, caus-
ing problems with unification creating new variables
(this was not the case with standard rules considered

in [MSO01]). This complicates the question of the ter-
mination of the constraint satisfaction procedure.

In the next section we explain how we implemented
these rules in the constraint solver. Before proceeding how-
ever, the reader is advised that the practical aspects of these
rules (i.e. the possibility of their existence, the properties of
the underlying cryptosystems and the mathematics which
enable these rules) are not of primary importance here. Our
aim is to study the feasibility of extending constraint-based
analysis assuming such rules are possible, without exhaus-
tively exploring known variants of these weaknesses. For
more details about the weaknesses themselves, the reader is
referred to [PQO1, CFPR96].

3 Extension and Implementation
3.1 Simplifying the Framework

We start off with a simplification of the original frame-
work of [MS01] by eliminating encryption hiding.

The protocol model presented in [MS01] included terms
of the form [x],, so-called “hidden” terms, as well as two
additional operators, ¢open and @piqe. The idea was that a
symmetrically encrypted term [m]; could be taken out of
play in a certain sense by hiding it after all applicable de-
cryption rules had been applied to it. Presumably this was
done to avoid the possibility of non-termination of the re-
duction procedure due to endless application of the decryp-
tion rule to the same term. The hidden term [x], could still
come into play because it was treated the same as the corre-
sponding encrypted term, [x]gj’ , for purposes of unification.
However, it turns out that for satisfiable constraints there is
always a sequence of reduction rules which avoids the use
of hidden terms.

Consider an example discussed in [MSO1], namely the
constraint k : [t]g, [kz]m? This constraint could have
arisen by applying the (sdec) rule to the satisfiable con-
straint ¢ = k : [t]}”, [k]ﬁ;. to decrypt the term [¢];”. How-
ever, the correct reduction step to use on ¢, according to
the normal derivation [MSO1, section A.4.1.1], is to apply
(sdec) to decrypt the term [£] )+ Thus, no hidden term is
necessary in this case.

That hidden terms are not needed in general, even with
our non-standard inference rules, is proved in our technical
report [MRO5]. Consequently, we have modified the (sdec)
rule from that of [MSO01] by eliminating the hidden term
altogether.

3.2 CBC

The extension of the constraint solver with the CBC
weakness starts with an extension of Definition 1. We add a



new term set operator ¢.. defined by:

Gebe(S) = SU{[t1]5 } if [t1,t2]), €S

We then add a corresponding reduction rule to the set of
rules used by procedure P:

Ceym @ TU[t,te]i,Css0
Co,m : TU[t],7,Csi0
We denote by Pcpc the reduction procedure with this
new rule included.
At first sight, it may seem that by getting rid of the term
[t1, 152],6H after the reduction, we could lose possible attacks.

However, this is not the case (see completeness proofs for
the above rule in [MRO5]).

3.2.1 Example 1

We tested the rule on the following Lowe-modified
Denning-Sacco shared-key protocol [Low97]:

Msgl. A—S:AB

Msg2. S — A: [B,Kap, T, [Kap, A, TIG 5 s)|5na.9)
Msg3. A— B: [Kap, A TG 5 s

Msgd4. B — A: [NB]¥,,

Msg5. A— B:[Np—1]g,,

(sh(X,Y) represents a shared-key between agents X
and Y. Also, we use n-ary concatenation of terms instead
of binary for clarity.)

This attack is basically the same as the one reported
in [CDL04] on the unmodified Denning-Sacco protocol
(which consists of only the first three of the previous five
messages):

Msg 1. i(b) — s:b,a

Msg 2. s — i(b) : [a,kva: T, [Kbas b, TG 06 Jsho,s)
Msg 3. i(kpa) — b2 [a, kva, T] 5 5 )

MSg 4.b— Z(kba) : [nb]a

MSg 5. i(k},ny) — b [nb — l}a

Explanation. The attack works with the intruder first
spoofing as b (playing role A) to s and obtaining Msg 2.
Then, she uses the CBC weakness on Msg 2 and extracts
[@; Kba, T)sh(b,s) from it. She then replays this term as
Msg 3 to b (with b playing role B) claiming to be agent
kpq (playing role A). Since b cannot verify the contents in-
side Msg 3 against any known value, he accepts it. He then
sends Msg 4 (n; encrypted with a value that the attacker
knows, a). The attacker then simply sends Msg 5 since she
can easily construct it. This attack assumes that the lengths
of a key and an agent identity are the same and that it is
possible to initiate communication using a key as an agent
identity.

3.2.2 Example 2

For our next example, consider the Woo and Lam Protocol
w1 [WL94]:

Msgl.A— B: A

Msg2. B— A: Ng

Msg3. A— B:[A,B,Np|g 4.5

Msg4. B — S :[A, B, [A, B, N5l 4 859
Msg5. S — B:[A,B,Nslg, s

The solver found an attack on this protocol, previously
reported by Heather ef al. in [HLSO0]. Heather ef al. also
suggest using “component numbers” inside all encryptions
to prevent that attack. We inserted such numbers inside all
the encryptions and still found basically the same attack, but
this time involving the CBC weakness:

Msgl.a—b:a

Msg2. b —a:np

Msg 3. i(a) — b : [ng, 3]

Msg 4. b — i(s) : [a, b, ny, 3, 2]:};(b,s)
Msg 5. Z(S) —b: [a7 b, n, 3];1,(1),8)

This attack works because an attacker can infer
[a,b, ”bvg];—};(b ;) from Msg 4 ([a,b,nb,B,Z]s‘_}’L(bAs)) using
the CBC inference rule. '

3.2.3 A Pitfall and its Remediation

Although the rule above suffices for many cases, it does not
terminate when it is applied on terms such as [X];” where
X is a variable. The reason is that the rule attempts to unify
X with a pair [A, B], succeeds and creates a new term [A]}
with two new additional variables A and B. Next, the rule
is applied on [A];, creating more variables, and the process
continues indefinitely. There are two possible remedies for
this problem:

1. Limit the number of times the rule is applied to terms
of the form [X];” where X is a variable. The com-
pleteness of the decision procedure of [CKRTO03] guar-
antees that the maximum number of such applications
of the CBC rule needed to decide the satisfiability of
the constraint set is bounded in terms of the specifica-
tion of the protocol under consideration.

2. Another solution seems more satisfying but needs a
radical change in the underlying framework: By mod-
ifying our term algebra with the assumption that the
pairing operator is associative, i.e. by identifying

[A’ [BvCH = HA’ BLC] = [A’B’O]

for all A, B, and C, we achieve a cleaner approach
to extending the basic Millen-Shmatikov model with



the CBC rule. In this approach, the CBC rule han-
dles a term [X];” as a special case if X is a vari-
able. The idea is that the general CBC solution to
the constraint [m];” : [X];’, namely the sequence
of solutions X = [m,X1], X = [[m, X1], X2],
X = [[[m,X1],X2], X3],... can now be compactly
represented in the form X = [m, A].

In our current implementation (and proofs) we have
adopted the first solution. Implementation and proofs for
the second are currently being investigated.

3.3 RSA

The extension with the RSA weakness proceeds with the
addition of a new term set operator ¢,.sq t0 @gpnqiz as:

¢rsa<s) =SU {I}
if [a, [z, 0]y, [¢, [z, d]]y ", a,b,c,d € S
witha #cVb#d

We then add a corresponding reduction rule:

Ceym T U [a
Ceya:T,0:T

where a # ¢V b # d.

When we implemented this rule in the solver, the in-
equality tests (¢ # ¢ V b # d) were included by allowing
the rule to be applied only when the terms [a, b] and [c, d]
are textually distinct.

However, the condition that [a,b] and [c,d] are textu-
ally distinct terms is not enough to ensure the soundness of
the (rsa) rule, since these terms may be unified later in the
reduction process, invalidating the use of (rsa) at a higher
level of the reduction tree. Therefore, we introduce another
element to each node of the reduction tree, namely a list £
of pairs [a, b], [¢, d] which are not allowed to become tex-
tually equal at any stage of reduction. Our implementation
checks all the pairs in £ for distinctness after each unifica-
tion is applied during the reduction process.

’[x7bﬂk—) U [C7 [Z‘,d]];, C>;U
c:T,d:T,m:TUzx,Cs;0o

3.3.1 Example 1l

We tested the rule on the following, modified version of the
Needham-Schroeder Public-Key protocol [NS78]:

Msg 1. A — B: [Na, Al }
Msg2. B— A:[Na,[Ng, ]]pk(A)
Msg3. A — B : [Ns|,;(p), Na

Msg4. B — A: [Na, [Np, X} 4

Above we assume that X is a publicly-known message
such as a common banking request. We attempted to test if
Np could be leaked when using the RSA weakness and the
solver indeed reported a compromise:

Msgl.a —b:[ng,al,;q

[
Msg 2. b — a: [nq, [n5,0]] 0
Msg3.a = b: [n] ;)0 na
Msg4. b= a: [na, [, 2] o)

Test Msg. — :ny

Explanation. The solver formed a ground instance de-
picting a normal run of the protocol and used the RSA
weakness on [nq, [ny, z]] 7 o)» [Mas [0, 0],y to extract
np.

3.3.2 Example 2

As a second example, consider the following faulty toy
protocol created by modifying Millen’s “ffgg” proto-
col [Mil98]:

MSg 1.A— B: A,S,Ol,CQ,Nl
Msg2. B— A: XY

MSg 3.A— B: [S, [NQ, [thl]]];l)c(B)
Msg4. B — A [X, [Ny, [V, Call ;)

The aim was to test the secrecy of No. We input this
protocol in the solver with one strand per role and it did not
find an attack. In a scenario with one initiator strand and two
responder strands, the solver found an attack compromising

NQI
Msgl.a —b:a,s,c1,co,ng
Msg2.b—a:x1,1n
Msg?2’.b—a: xa,ys
Msg3.a —b: s, [ng, [n1, ai]] 7 )
Msg4. b — a: [x1,[ne, [y1, 02]]];1;(11)
Msg4’. b — a: [x2, [ne, [ya, CQH};k(a)
Test Msg. —  :ng
Explanation. In the above attack, b plays the role of B

two times. It uses different values of X and Y in each run,
but the same N, which is kept secret. The attacker sim-
ply eavesdrops on the network, grabs (21, [n2, [y1, c1]]] 1 )
and [z2, [n2, [y2, c2]] 1 (o) uses the RSA weakness and ex-
tracts ng as can be seen in the final “Test Msg”. With the
RSA rule deactivated, the solver did not find any attack in

the same scenario.

4 Conclusion

The relevant code for our implementations is placed in
the Appendix together with a screen shot of our on-line
demo.

The aim of this paper is to explain what needs to be done
to extend the constraint solving procedure with a “typical”
non-standard attacker inference rule. Although only two in



number, the rules we have selected serve as good illustra-
tions, since they represent much of the variety of traits that
non-standard rules can present, as explained in Section 2.5.

The CBC rule can be implemented such that [¢1];" can
be derived from [t1,,];” only when ¢; is of fixed block
length. The current implementation is general in the sense
that ¢; can be of any size, but we believe that it is not dif-
ficult to handle the more specific case. Other similar rules
can also be easily implemented; for example, the “suffix
property” in some cryptosystems that enables derivation of
[ta];, from [t1,t];” [CDLO4].

It is important to realize that our proofs handle the CBC
and RSA rules separately, although our current implemen-
tation allows the use of both at the same time. Obtaining
results for both the rules working in tandem is a topic of
current research.

We have not performed a complexity analysis of the
extended algorithm and intend to pursue it as future work.

Related work. The original constraint solving paper by
Millen-Shmatikov considered only standard attacker in-
ference rules that did not violate the perfect encryption
assumption. Since then, extensions were made to the
algorithm in that paper to improve its speed and effi-
ciency [CE02, BMVO03], but retaining standard inference
rules. Attempts have been made to extend the protocol
model by relaxing the free-algebra assumption, allowing for
algebraic properties of operations such as XOR, Products
and Diffie-Hellman exponentiation (e.g. [MS03, CS03]).
Some complexity results were also reported for similar op-
erations, but only gave a non-deterministic decision proce-
dure [CKRTO3]. This paper differs from those contributions
by including a practical decision procedure with an imple-
mentation and sample results. We retain the free algebra
assumptions and extend the standard attacker capabilities
with weaknesses known to exist in popular cryptosystems.
No similar extensions to the constraint solving algorithm
were ever published, to the best of our knowledge.

The CBC weakness was studied in many places
(e.g. [SG92, PQO1]), and extensions to other tools were re-
ported by considering the rule. E.g. The NRL protocol
analyzer [SMO00], and recently by Kremer et al. [KR04].
However, none of them involved a symbolic protocol model
which is the basis for constraint-based analysis. We provide
a much more rigorous study of the CBC rule, uncover a
previously unreported pitfall and establish its properties.

Relatively fewer works reported study of the RSA
weakness pertaining to protocol security. Roscoe et
al. [RB99] have shown that incorporating the weakness
would be impossible without destroying the foundation on
which their protocol model is built. On the same lines,
Heather et al. [HS02] later show that two other frameworks

for unbounded protocol analysis, the Strand Space model
and the Rank Functions model also suffer from similar
difficulties. We believe that we are the first to consider
this daunting rule in an analysis tool, let alone in symbolic
models, bounded scenarios and constraint-based analysis.

Acknowledgments. Thanks to Dr. Jon Millen and Dr. Vi-
taly Shmatikov for helpful discussions.
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A Reduction Prodcedure P and Reduction Rules R

C := initial constraint sequence
g:=0
repeat
let ¢* = m : T be the constraint in C'
s.t. m is not a variable
if ¢* not found
output Satisfiable!
apply rule (elim) to c¢* until no longer applicable
VreR
if ris applicable to C'
(C"; 0"y :=7(C;0)
create node with C’; add C — C” edge
push (C’; ")
(C;0) :==pop
until emptystack
Reduction Procedure P [MSO01]

The entire set of reduction rules, R, considered by P is given below:

Ce,m:T,Cs; o
7Ce, 7Cs; T U o

where 7 = mgu(m,t) At €T (un)

C<7 [mlamQ] : T7 C>7 a

Ce,my :Ty,mo : T, Cs; 0 (pair)
h : T ;
C<7 (m) ) C>7 g (hash)
Ce,m T, Cs; 0
C<, [m]k_) : T, C>, (o ( enc)
Ceyk:T,m: T Cs; 0 b
Ce,mly = T,Cs; 0
Coyk:T,m:T, Cs; 0 (senc)
C<, Sigpk(ﬁ)(m) . T, C>, g (SZ )
Ce,m T, Css 0 g
Ce,m : [t1,te] UT, Cs; 0 .
lit
Ce,m ity Uta UT, Cs; 0 (split)
Ce,m 2 [t UT, Cs; o
< Hpk() > (pdec)

Ce,m :tUT, Cs;o

Ce,m : [t]y UT, Cs; 0
TCeytm 7ty UTT, 7Cs; 7 U0

,where 7 = mgu(k, pk(e)), k # pk(e) (ksubd)

Co,m : [t UT, Css 0
Cok:T,m:TUtUE Cs;o

(sdec)

B CBC weakness in Prolog

The following piece of code was added to the constraint solver to implement the CBC weakness in Section 3.2:



reduct (M, T, [[M,T1]], Num_cbc_vars, New_num_cbc_vars) :-—
do_cbc (T, T1l, Num_cbc_vars, New_num_cbc_vars),
write (! Applying CBC rule on '), write( T ), writeln(’ decomposing to '),
write( T1 ).

do_cbc ([X+K|T], [A+K|T], Num_cbc_vars, Num_cbc_vars) :-—
not (var (X)), X=[A,B], writeln([X+K|T]).

do_cbc ([X+K|T], [A+K|T], Num_cbc_vars, New_num_cbc_vars) :-—
var (X), Num_cbc_vars > MAX_ TRIES, !, fail.

do_cbc ([X+K|T], [A+K|T], Num_cbc_vars, New_num_cbc_vars) :-—
var (X), New_num_cbc_vars is Num_cbc_vars + 1, X=[A,B].
do_cbc ([H|T], [H|T1], Num_cbc_vars, New_num_cbc_vars) -
do_cbc (T, T1l, Num_cbc_vars, New_num_cbc_vars).

Note: MAX_TRIES will be replaced before runtime by a constant depending on the protocol P being tested; this constant
may be taken to be 4|P|, following the notation of [CKRTO03]. Num_cbc_vars and New_num_cbc_vars were added as
appropriate to several other predicates.

C RSA weakness in Prolog

The following piece of code was added to the constraint solver to implement the RSA weakness in Section 3.3:

reduct (M, T, [ [A, T3], [B, T3], [C,T3], [D, T3], [M,T1]],RSA_LIST,NEW_RSA_LIST) :-—-
member ([A, [X,B]1%K,T), delete_exactly (T, [A, [X,B]]*K,T2),
member ([C, [X,D]]*K,T2), delete_exactly (T2, [C, [X,D]]*K,T3),
K=pk (PK),
T1=[X|T3],
append([[[A,B],[C,D]]],RSA_LIST,NEW_RSA_LIST),
checklist (NEW_RSA_LIST),
write( ’ Applying RSA rule on ' ), write( [A, [X,B]]*K ), write(’ and "),
write( [C, [X,D]]*K ), write(’ to extract '), write( X ), write(’ ... 7)),
writeln( ' ' ).

% delete_exactly deletes all elements of list which are equivalent to X
% (NOT all elements that unify with X)
delete_exactly([H | T], X, T1l) :-

H == ’

delete_exactly (T, X, T1).

delete_exactly([H | T], X, [H | T1l]) :-
H \== X,
delete_exactly (T, X, T1).

delete_exactly([], X, []).

checklist ([]). %checks that no pairs in the RSA list have become equivalent
checklist ([[X,Y] | T]) :-—
X \==Y,

checklist (T) .

Note: RSA_LIST and NEW_RSA_LIST arguments were also added to several other predicates, and checklist is called in
the rules (un) and (ksub) as well as (rsa).
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Figure 1. On-line demo for the Constraint Solver
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