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Abstract

This paper studies countermeasures to traffic analysickéta A common strategy for such countermeasures is traffic
padding. We consider systems where payload traffic may beegkttd have either constant inter-arrival times or variable
inter-arrival times for their packets. The adversary apglstatistical recognition techniques to detect the payteafic rates
and may use statistical measures, such as sample mean,esaarjance, or sample entropy, to perform such a detection.
We evaluate quantitatively the ability of the adversary w@kena correct detection. We derive closed-form formulas for
the detection rate based on analytical models we establisttensive experiments were carried out to validate thesgyst
performance predicted by the analytical method. Based ersystematic evaluations, we develop design guidelings tha

allow a manager to properly configure a system in order to miré the detection rate.

1 Introduction

A significant portion of the Internet traffic today is encrggt and there are strong indications that this portion wiltéase
at a high rate. However, encryption alone may not be suffié@rsecured communications. A number of non-cryptographi
attacks ([9, 13, 18, 21, 22]) have illustrated how simplespbations of traffic behavior allow an adversary to infengigant
information about participants and their communicatidnsan extreme case [21], it has been shown that timing arsafsi
SSH traffic can greatly simplify the breaking of passwordkisTpaper deals with timing based traffic analysis attackks an
their countermeasures.

Traffic paddingis one effective approach in countering traffic analysiacds. The idea is based on Shannon’s perfect
secrecy theory: if one can map any payload traffic to a preel@fmattern (a sufficient condition used by most researchers)
then the adversary cannot obtain any information by anadytie padded traffic. While in theory this technique sounds

extremely simple, in reality, a perfect mapping cannot beie®d due to uncontrollable disturbances in a system. The
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question is: Do these disturbances result in informatiakiteg, thus preventing a perfect secrecy system? If the emnisw
positive, metrics must be defined to assess the effectigerfesparticular implementation. In this paper, we propasegi
detection rate- defined as the probability that an adversary can make aatadentification of payload traffic rates — as the
security metric.

Differing from the previous studies, we establish a forrhabretical framework for traffic padding systems. Basechan t
theoretical framework, we derive closed-form formulaedstimation of detection rates. Our formulae correctly abvie
relationship between detection rate and system paransetehsas the padded traffic type, the sample size, and thédocat
in the network where the adversary can collect traffic sampM/e report results from extensive experiments in various
situations including local area network in a laboratorynpas networks, and wide area networks. Our data consigtentl
demonstrates the usefulness of our formal model and corssbf performance data predicted by the closed-form flarmu
Based on the observations we make, we develop design queddhat allow a manager to properly configure a system in
order to minimize the detection rate.

The rest of this paper is organized as follows. Section Zlgnieviews the related work and summarizes that Shannon'’s
perfect secrecy theorem is the theoretical foundation ireld@ing countermeasures to traffic analysis attacks. \&sgoit
the network model, padding mechanism, and adversary gyrateSection 3. In Section 4 we develop a theoretical model
and derive closed-form formulae for detection rates. 8adii validates our theory by experiments. Section 6 summsriz

this paper and discusses possible extensions.

2 Related Work

Shannon in [19] describes hirfect secrecyheory that is the foundation for the ideal countermeasystes against
traffic analysis attacks.

The study of traffic analysis and its countermeasures forpuder networks is not new. Baran [2] proposed the use of
heavy unclassified traffic to interfere with the adversatgrapering on the links of a security network system for éfesb
communication. He also suggested additbgnmy i.e. fraudulent, traffic between fictitious users of thetsgsto conceal
traffic loads.

To protect the anonymity of email transmission, Chaum [Sjpmsed the use ofdix - a computer proxy. One technique
used by a Mix is to batch and shuffle packets as they are forglaitihas to collect a predefined numbérof fixed-size
message packets from different users, shuffle the ordersetpackets, and then send them out. The reality is that a mix
cannot always gek packets efficiently from the users. So it is suggested thetsusend dummy messages of random and
meaningless content to maintain a Mix’s security and efficje Most researchers have suggested constant rate padding
between the user and the proxy, e.g., [23]. Constant ratdipgds also used here for preventing packet counting attack
[18].

A survey of countermeasures for traffic analysis is giver2®][ To mask the frequency, length, and origin-destination
patterns of end-to-end communication, the use of dummy agessis suggested to make the traffic adhere to a predefined

pattern. From the discussion of Shannon'’s perfect secreayry, it is evident thaa predefined patteris sufficient but not



necessary.

The authors in ([15, 16, 27]) give a mathematical frameworkptimize the bandwidth usage while preventing traffic
analysis of the end-to-end traffic rates. Timmerman [26ppees an adaptive traffic masking (hiding) model to reduee th
overhead caused by traffic padding. But, when the rate oftraffic is low, the traffic padding rate is reduced as well, in
order to conserve link bandwidth. Perfect secrecy is vialah this case, as large-scale variations in traffic ratesrne
observable.

Raymond in [18] gives an informal survey of maay hoctraffic analysis attacks on systems providing anonymouwscser
and possible solutions. One conclusion is that dummy messagist be used to achieve high information assurance for the
system. It is even claimed [1] that we have to use paddingah Biak of an anonymity network (although more research is
needed to clear this claim).

In our previous work, NetCamo [12], we describe how to previthd-to-end prevention of traffic analysis while at the
same time guaranteeing QoS (the worst case delay of meseag. flt turns out that the delay experienced by packets of a
protected flow is tightly coupled to the bandwidth requiredénd both payload and dummy packets. We propose methods
such as QoS routing to tackle the QoS problem for systemg tisiffic padding strategies.

3 The System Model

In this section, we present the model of the network in whielffit analysis attacks may occur and then discuss traffic
padding mechanisms that are used as a countermeasurdfforanalysis attacks. Finally we formally define the model of

the adversary, who uses statistical pattern recognitrategfies in traffic analysis attacks.
3.1 Network Model

In this work, we assume that the network consistgrofected subnetsvhich are interconnected lwprotected networks
Traffic within protected subnets is assumed to be shielded &tbservers. Unprotected network can be public networgs, (e
the Internet), or networks that are deployed over an easilgssible broadcast medium. These networks are accetssiliie
servation by third-parties, and are therefore open to traffalysis. This model captures a variety of situationgyirapfrom
battleship convoys (where the large-scale shipboard mksaare protected and the inter-ship communication is ess) to
communicating PDAs (where the protected networks conghgle nodes).

Figure 1 illustrates the setup of the network we considehis $tudy. Protection from traffic analysis is provided bg th
two security gateways GW1 and GW2, which are placed at thebwmumdaries of the unprotected network and provide the
traffic padding necessary to prevent traffic analysis of hidqad traffic exchanged between the protected subnets Band

We note that the gateways can be realized either as stand-atxes, modules on routers or switches, software addition
to network stacks, or device drivers at the end hosts. Irp#per, we assume that they are stand-alone boxes. Neesghel
the analysis in this paper is also effective for other immamtions. To simplify the discussion, the communicat®n i
one way from Subnet A to Subnet B. Consequently, GW1 and GWalkso calledsender gatewagndreceiver gateway

respectively.
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Figure 1. System Model
3.2 Traffic Padding Mechanism

The goal of the adversary is to perform traffic analysis arfiériaritical characteristics of the payload traffic exchatig
over the unprotected network between protected subnetdinMiehe interest of the adversary to tipayload traffic rate
that is, the rate at which payload traffic is exchanged betvpeetected networks. The traffic rate is a piece of important
information in many mission critical communication applions [18]. Specifically, we assume that there is a set cfelis
payload traffic rategws, - - -, wy, }. The rate of payload traffic from the sender may be one of thosates at a given time.
Consequently, the objective of the adversary is to idemtifyhich of them rates the payload is being sent.

One way to counter the traffic analysis attacks is to “pad’pdoad traffic, that is, to properly insert “dummy” packiets
the payload traffic stream so that the real payload statumimaflaged. There are many possible implementations dittraf
padding algorithms on the two gateways in Figure 1. The mastncon method uses a timer to control packet sending, and

works as follows:
e On GWL1, incoming payload packets from the sender are placadjueue.

e An interrupt-driven timer is set up on GW1. When the timerdgwut, the interrupt processing routine checks if there

is a payload packet in the queue.

— If there are payload packets, one is removed from the quediramsmitted to GW2;

— Otherwise, a dummy packet is transmitted to GW?2.
We need to make a few remarks before we proceed further.

¢ In this paper, we assume that packet contents are perfextityged (e.g., by IPSec with appropriate options) and are
thus non-observable. In particular, the adversary canistihduish between payload packets and “dummy” packets

used for padding.

e |t is obvious from the implementation described above, thig tunable parameter is the time interval between timer

interrupts. The choice of this parameter discriminatefedéht padding approaches.

— A system is said to have@nstant interval time(CIT) if the timer is a periodic one, i.e., the interval betme

two consecutive timer interrupts is constant. This is thsthaommon method used for padding.



— On the other hand, a system is said to hawa@able interval timer(VIT) whenever the interval between two

consecutive timer interrupts is a random variable andfssgisome distribution.

As we will see in the later part of this paper, CIT and VIT syssamay perform significantly differently in preventing

traffic analysis attacks.

e We assume that all packets have a constant size. Thus, olgptre packet size will not provide any useful information
to the adversary. The only information available for theeadary to observe and analyze is the timing of packets. This
assumption should simplify the discussion without losshef generality. See [10] for a discussion on how to extend

our results in this paper to the case where packets may haabhssizes.
3.3 Adversary Strategies

Recall that we assume that the objective of the adversanydentify at which of then possible rates the payload is being
sent, and the adversary limits itself to passive attac&s,dbservations of the traffic. In addition, the adversaagcess to
the system is limited to the unprotected networks. The ptetesubnets and the hosts within are not accessible. Méthe
the link padding infrastructure. This means that, in Figlrthe adversary can only tap somewhere between gateways GW1
and GW2.

We also assume that the adversary has complete knowledge thlkogateway machines and the countermeasure algo-
rithms used for preventing traffic analysis. For example a@tiversary can simulate the whole system, including themget
machines, to obtaia priori knowledge about traffic behavior. In many studies on infdromesecurity, it is a convention that
we make worst-case assumptions like this.

Based on these assumptions, the adversary can deployeggtitsised on Bayes decision theory [8]. The entire attack
strategy consists of two parts: Off-line training and rime classification. We now describe them below.

Off-line training The off-line training part can be decomposed into the foltaysteps:

e The adversary selects a statistifehture of the Packet Inter-Arrival Timeg(PIAT) that will be used for traffic rate

classification. Possible features we study in this papesamgple mean, sample variance, and sample entropy.

e The adversary reconstructs the entire traffic padding syated collects timing inforamtion at different payload fiaf
rates. From this information, the adversary derivesRtabability Density Function§PDF) of the selected statistical
feature. As histograms are usually too coarse for the Higion estimation, we assume that the adversary uses the
kernel estimator of PDF [20], which is effective in our pretsl domain. The kernel estimator of a density function

with kernel K is defined by

1 M S—Si
f(S)ZmZK( 5 ) 1)
=1

whereh is the window width, also called the smoothing parameteramdwidth,S; is thei*" observation of the feature
statistic of padded traffic’'s PIATs, and is the number of such observations. In this paper, we use adzaukernel,

e, K(s) = J=exp(—%).



e Based on the PDFs of statistical features for different gagyltraffic rates, Bayes decision rules are derived. Recall

that there aren possible payload traffic rates, - - -, w,,. The Bayes decision rule can be stated as follows:

The sample represented by featdreorresponds to payload rate; if
P(wils) 2 P(ws) )
That is,
f(slwi) P(wi) > f(s|w;) P(w;) ©)

forallj =1,---,m.

HereP(w;) is thea priori probability that the payload traffic is sent at rate andP(w;|s) is thepost prioriprobability

that the payload traffic is sent at ratewhen the collected sample has the measured feature

Run-time Classifcation Once the adversary completes its training phase, he cantlstaclassification at run time. We
assume the adversary uses some means to tap the networlkebetmteways GW1 and GW2. In particular, when he wants
to determine the current payload rate, the adversary ¢sltesample of packet inter-arrival times. He calculatevéhae of

the statistical feature from the collected sample, and tisexs the Bayes decision rules derived in the training ploas@atch

the collected sample to one of the previously defined payti@sfic rates.

4 Derivation of Detection Rate
4.1 Overview

4.1.1 Definition of Detection Rate

Given the models described in the previous section, we wididdo evaluate the system security in terms of detectioa ra
Detection ratds defined as the probability that the adversary can coyretabsify the measured traffic, that is, identify the
payload traffic rate. In this section, we derive the closeurfformulae for detection rates when the adversary useplsam
mean, sample variance, or sample entropy, as the statfstitare, respectively. Our formulae will be approximates due
to the complexity of the problem. Nevertheless, these fémmdo correctly reflect the impact of various system pararset
including the type of padded traffic, the sample size, andthiistical feature used. These relationships are extyamseful
in design of a traffic padding system so that the overall distecate can be minimized. In the next section, we will sexd th
experimental data well matchs the performance predicatedibapproximation formulae.

We will focus our discussion on systems with only two payltradfic rates, namely, as the low traffic rate and,, as
the high traffic rate. We also assume that both traffic ratearogith equal probability. Extensions on this will be dissad
in Section 6.

Figure 2 shows the PDFs of the statistical features comdiimn two alternative payload traffic rates. ddie the solution

of the equation

f(wils) = f(wnls) (4)



Figure 2. Bayes Decision Making for the Case of Two Payload Tr  affic Rates

and assume that there is a unique solution to the equatiorsggaently, the Bayes decision rule now becomes
If s < d, the payload traffic rate isy;; Otherwise, the rate igy,. (5)

The error rate for the Bayes decision rule can be calculaédli@ws:

d

+oo
¢ = P(wh)/f(s|wh)ds+P(w,)/f(s|w,)ds (6)
— 00 d

The detection rate is then given by

v = l—e (7
d

+oo
P(w) / F(skwr)ds + P(wn) / F(slon)ds ®)
—00 d

While numerical methods can be applied to calculate thectieterates, for example with the use of (1), our goal here s t

derive close-form formulae that can reveal the relatiombleitween the detection rate and other system parameters.

4.1.2 Decomposition of Packet Inter-Arrival Time

Recall that the adversary collects a sample of packet artéral times at run time in order to perform the classifioati
Thus, to derive the detection rate, we need to formally méuepacket inter-arrival time. For a given system, let rando

variableX be the packet inter-arrival timeX can be considered as the sum of three other random variables:
X = T+ 5910 + 6net (9)

whereT is the designed interval of two consecutive timer intersupt the timer, and,., andd,,.; reflect the noise added
by disturbance in the gateway system and by congestion imthetwork, respectively.

Note thatl" is defined by the traffic padding policy. is constant for CIT traffic padding but follows a specific disition
for VIT traffic padding.

d4 May be caused by a number of factors, which may impact theacygof the timer’s interrupt.

e First, the context switching from other running processmotimer’s interrupt routine may take a random time.



e Furthermore, a timer interrupt may be temporally blocked tuother activities. For example, if an payload packet
from the sender is arriving at the network interface cardhef gateway, the network interface card would generate
an interrupt request, which can block all the processesidtiety the (scheduled) timer interrupt Thus, the timer’s
interrupts may be subtly but randomly delayed by incominglged packets.This implies that the padded traffic's
PIAT may be correlated with the payload traffic

dnet Captures the disturbance on the padded traffic’s PIAT camgedngested routers and crossover traffic at routers and
switches in the network. Clearly,,.; depends on the position at which the adversary collectaitgpte. If the collection
is done right at the output of the sender gateway, this no&g simply be ignored. However, if the adversary collects its
sample far away from the sender gateway, then the noisedamdde high as crossover traffic may significantly interfeith w
the padded traffic.

In this paper, we assume that bdthé,,, andd,; are normally distributed. These assumptions simplify ysialwithout

loss of generality and will be validated by our experimentSéction 5. Specifically,
T ~ N(1,0%) (20)
whereo2. = 0 in the case of CIT traffic padding. And

6net ~ ZV(O,U2 ) (11)

net

whereo?,, = 0 when the adversary observes the padded traffic at a positidriaithe sender’s gateway GW1. Similarly

Sgw ~ N(0,02,) (12)

» Y gw

As d4,, may be correlated to the payload traffic, we demgt,gl andajwyh as the variances @f,,, when the payload traffic
rate is low and high, respectively. Consequently, we defptand.X;, are random variabl& when the payload traffic rate

is low and high, respectively. Thus,

X; ~ N(p,07) (13)
wherey = 7 and
012 = a?p + afwt + Uzw’l (14)
Similarly,
Xy ~ N(p,07) (15)
wherey = 7 and
0,21 = a% + Ufwt + ijyh (16)

1For TimeSys Linux [25] used in our experiments, this reqpesteeds before the incoming packet reaches the IP laypriidm that instant on, the

network subsystem in the kernel becomes preemptive. Othlemphiority tasks such as the timer interrupt routine caantproceed as scheduled.



Here we assume thaf; andX; have the same mean. This assumption will be validated by>qeranents later.

For the convenience of the discussion in the rest of thisipameneed to introduce the ratio

2 2 2 2
Op O + Onet T Ogw,h
r = 2= a7
o? o2+ 02, 402
l T net gw,l

wheres?., o2,

Uﬁw,z andaﬁw’h are defined in (10), (11), (14), and (16), respectively. Tée ofr will become clear when
we derive the formulae for detection rates for three difi¢statistical features, namely, sample mean, samplenajand

sample entropy.
4.2 The Case of Sample Mean

4.2.1 Basic Result

Let{X;, Xo, ---, X,,} be arandom sample of packet inter-arrival times. $éimple meais the average of the elements in
the sample:

X;
- (18)

n

NgE

X =

Note that sample meak is a random variable, and an unbiased estimatioki sfmeany.
The following theorem provides a closed-form formula fotireation of detection rate when the adversary uses sample

mean as the feature statistic.

Theorem 1 When sample mean is used as the feature statistic, the ideteate can be estimated as follows
1
vg Rl ——— (19)
2(1/+/r + /1)

wherer is defined in (17).
From Theorem 1 the following observations can be made:

1. The detection rate in (19) is independent on samplessiz€hat is, when sample mean is used as feature statistic,

changing the sample size has no impact on detection rates.

2. As shown in Appendix A, the detection ratg is an increasing function of, wherer > 1. That is, the smaller, the
lower the corresponding detection rate. Wheg: 1, the detection rate reaches 50% — its absolute lower bound. |

reality,r = 1 may occur whew? is sufficiently large. This corresponds to the case when tifepddding is used.

4.2.2 Proofof Theorem 1

Proof: Theorem 1 can be proved as follows. The distribution of damgean for a normal distributiol¥ (i, o2) is still a
normal one N (i, %). Thus, sample meakli; for the case when the payload traffic rate is low has a nornséilolition

0.2
fl('r) :N(M,O'%) :N(/lvﬁ)' (20)



Similarly, sample meaiX,, for the high payload traffic rate has a normal distribution

2
Oh

fh(x) = N(Maaé) = N(Na 7) (21)

SinceX; and.X; are normally distributed, we can use the Bhattacharyya¢&irto estimate the error rate as follows:

ex < VPP [ V/Flekaflalon)do (22)
Substituting (20), (21), anff(w;) = P(wy) = 0.5 into (22) and carrying out the integration, we have
L&
ex < e (23)
2
where
1 0'12+crfb
k= -~In—=2 (24)

2 oio,

After substituting (17) into (24) and some rearranging, \&eeh
po— L UNVTEVD) (25)

2 2
Substituting (25) into (23), the error rate is given by
1

€x £ (26)
: 201/ + V)
The detection rate; then satisfies the following:
vy = 1-— €x (27)
1- 1 (28)

V21N + /)

Thus, we can use the lower bound of (28) as the estimationtettien rate by sample mean. The theorem is proven i

4.3 The Case of Sample Variance

Let {X;, Xs, .-+, X,,} be a random sample of sizefrom the distribution ofX. Thesample varianc&” is defined as
follows
(Xi — X)?
y = &2 (29)
n—1

Note that sample variandé is a random variable, and an unbiased estimatiok ‘sfvariance.

Recall thato? is the variance of padded traffic's PIAT conditioned on thghhpayload traffic rate andl the variance
of padded traffic’'s PIAT conditioned on the low payload t@ffite. o7 is slightly larger thars?, which is validated by our
experiments in Section 5. Based on these observationgltheing theorem provides a closed-form formula for estiom

of detection rate when the adversary uses sample varianhe &sature statistic.

10



Theorem 2 Using sample variance with sample sizas the classification feature gives rise to an estimatedctieterate

vy
C
vy & max(l - _Y1,0.5) (30)
where('is calculated in (31).
1 1
Cy = + - 31
Y 21— A;logr)?  2(7Eglogr — 1) (31)

andr = Z—'z as defined in (17).
l

The proof of Theorem 2 is lengthy. It can be found in the firgtt @& Appendix B. From Theorem 2 the following

observations can be made:

1. The detection ratey is an increasing function in terms of sample sizéhenn — oo, the detection rate is 100%.
This means that the payload traffic lasts for a long time atrate either low or high, the adversary gets such a sample

and may detect the payload traffic rate by sample variancaddexd traffic's PIAT.

2. As shown in the second part of Appendix B, the detectiomwratis an increasing function afin (17), wherer > 1.
That is, the smaller, the lower the corresponding detection rate. Whes 1, the detection rate is 50%. This
corresponds to the case when VIT padding with sufficientigda?2.. This suggests that although the adversary may
use a big size of sample to detect the payload rate by sampblnea, using a VIT padding with a large interval
variance can make such an attack impossible, since no phiylaffic can last very long at a fixed rate in practice and

the adversary cannot get a sample big enough.
4.4 The Case of Sample Entropy

While there are many empirical entropy estimators avaglabs generally very difficult to get those estimators’ RDn
this work, we take advantage of the relation between entaoplyvariance of a normal distribution in order to descrilvesa
entropy’s effectiveness as the feature statistic. We Wwéhtuse an empirical robust histogram-based entropy estirfoa
our experiments.

The following theorem provides a closed-form formula fotireation of detection rate when the adversary uses sample

entropy as the feature statistic.

Theorem 3 Sample entropy with sample sizéas an estimated detection ratg
C
vy ~ max(1 — TH 0.5) (32)

whereC'y is calculated in (33)

Cn = 2(log(ﬁlogr))2+2(1og(§);))2 (33)

andr = ‘;’—'z as defined in (17).
l

11



The proof of Theorem 3 can be found in the first part of Apper@irom Theorem 3 we can make a similar set of

observations to that of the case of sample variance.
1. Detection rate ; is an increasing function in terms of sample size

2. As shown in the second part of Appendix C, the detecticnrgtis an increasing function ofin (17), wherer > 1.
Whenr = 1, the detection rate reaches 50%. In reality= 1 may occur wherv?. is sufficiently large. This

corresponds to the case when VIT padding with sufficientigda?. is used.

From statistical knowledge, we know sample variance is gensitive to outlies In order for empirical estimation of
sample entropy to be robust against outliers, we use theadetéveloped in [14]: First, we create a histogram of the PIAT
sample for a given bin size (safyh). Then, according to [14], the differential entropy estiorabf a random variablé&'s
continuous distribution is

-~ ki ki
H=~ - — log — + log Ah 34
Xi: —log — +log (34)
wheren is the sample size;; is the number of sample points in tifé bin, andA# is the histogram’s bin size. If a constant
bin size is used throughout the experiment, the i\ £ in (34) is a constant and hence does not influence the redagnit
result. It can therefore be discarded, and the entropy astmformula simplifies to
-~ ki ki
H=~— — log — 35

This entropy estimator is robust in the sense that it is basgutobability weighted sum. Generally, outliers have alsma

probability to occur. So the probability weight reduces tloése’s impact on the entropy estimation. Moreover, from th

discussion in [14] and our experiments, we found that thégogiram-based entropy estimator matches Theorem 3.

5 Evaluations

In this section, we report results on evaluating systemriigdn terms of detection rate. The evaluations will be lzher
both theoretical analysis (from the previous section) aad experiments.

In the experiments, we assume that the adversary uses gérfgrmance network analyzer, such as Agilent's J6841A
[24], to dump the padded traffic for traffic analysis. A senésxperiments were carried out: In terms of padded traffiety
we measure both systems with CIT and VIT padding, In termsxpEemental environments, we consider the following
cases: a) a laboratory environment, b) a campus networkg)eadide area network.

In all of our experiments, GW1 and GW2 in Figure 1 are impletadmusing TimeSys Linux/Real-Time [25]. Both CIT
and VIT paddings are based on timer interrupts with intenvahn equal to 10ms, i.e%4(7") = 10ms whereT is defined in
(9). We consider that the payload has two rate states: 10eppek second (pps) and 40pps. We assume both rates occur in
equal probability, that isP(w;) = P(wp) = 50% in (8). Note that for such a system with two possible payloatlit rates,

the detection rate for the adversary is lower-bounded at, 58% random guess would result in a detection rate of 50%.

2An outlier is an observation that lies an abnormal distanomfother values in the sample of the padded traffic PIAT.

12



5.1 Experiments in a Laboratory Environment

The advantage of performing the experiments in a laboraovironment is that we can control the cross traffic over the
network. The disadvantage is that the generated crosstnadfy not have the same characteristics as that in a real fetwo

Nevertheless, our experiment setup is shown in Figure 3.

Subnet A Subnet B

Marconi E Payload
ESR-5000 T - Receiver
A ASubneC !Subne@

Noise Noise Adversary
Sender Receiver Analyzer

9)
=
[EN
9)
=
N

Payload
Sender

Figure 3. Experiment setup in laboratory

The two gateways are connected by a Marconi ESR-5000 ergeigwitching router [17]. Subnet C is connected to the
Marconi router as the cross traffic (noise) generator whidedross traffic receiver is located in Subnet D. Note thattbss

traffic shares the outgoing link of the router, creating a&dhat the cross traffic makes an impact over the padded traffic

5.1.1 The Case of Zero Cross Traffic

Here, we consider the case when there is no cross traffic. i§htite workstation in subnet C does not transmit, and the

router only deals with the padded traffic from GWL1. Thabis,; in (17) is 0. Hence, the variance ratidbecomes
2 2
r= % (36)
This situation is a best case for the adversary as it can wbgaiffic with minimum disturbance. Hence this is the warase
for us who wants to prevent traffic analysis attacks.
CIT Traffic Padding

First, we analyze systems that use CIT traffic padding. ®atiin (17) is zero. Hence, (36) is further simplified as

= Jown 37)
O gw.l
From the theorems in Section 4, we see that the detectios aagefunctions of,, sample size and, the ratio of the
variance of padded traffic’s PIAT in two different rate state
Figure 4 (a) shows the distributions of padded traffic’s PUder low-rate (10pps) and high-rate (40pps) payload ¢raffi

We have the following observations:

1. The two distributions are almost bell-shaped. This plytivalidates our assumption that the padded traffic's FHA$

a normal distribution.
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Figure 4. CIT Padding without cross traffic

2. The means of padded traffic’s PIAT under different ratepayfload traffic are the same. This is also consistent with

the assumption made in Section 4.2.

3. The two distributions are slightly different and the eace of padded traffic’'s PIAT conditioned on the high-rate
payload traffic,o—jwh in (16), is slightly larger than the variance of padded te&fPIAT conditioned on the low-rate

payload traffic;rjwyl in (14). This implies

ag

T =
g

2
gl 5, (38)
gw,

Figure 4 (b) shows both empirical and theoretical curvesebéction rate for different feature statistics. From trasagl

we make the following observations:

1. The empirical detection rate curves coincide well withitltheoretical curves. This validates our theories deyedo
in Section 4. The empirical detection rate curve of sampteawae is a little lower than its theoretical curve. This is

because sample variance is very sensitive to outliers anétsmes it is difficult to correctly identify outliers [7].

2. The detection rate of sample mean is almost 50%. CIT is factefe padded traffic type to prevent traffic analysis

attacks if the adversary uses sample mean as the featustiGtat

3. On the other hand, as the sample size increases, deteatisrfor both sample variance and sample entropy increase
as predicated by our theorems 1 and 3. As the sample sizee=a@®(Q both of these statistics achieve almost
100% detection rate. This means that CIT is not an effectiElng approach to prevent traffic analysis attacks if the
adversary uses sample variance or sample entropy as festistic. Generally speaking, sample entropy performs

empirically better than sample variance in terms of dedeatate.

VIT Traffic Padding

14



Recall from (36) how the variance ratran (17) is given by

2

2
op+ Ogw.h

T o+l
wherec?. > 0 since we are using VIT padding.

From our theorems in Section 4, we know that whespproacheg, the detection rates approach 50% for all the three
feature statistics. We note that for CIT padding, the value decreases with increasing valuessgf. Figure 5 (a) displays
the empirical curves of detection rate in termsgf for a fixed sample size &,000 We can see that wheny increases,
the detection rate quickly drops and approaches 50%, as&xpeClearly, a system with VIT padding performs bette. (i.

with lower detection rate) than one with CIT padding.
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Figure 5. VIT padding - detection rate vs. sample size

In any case, as shown in (19) and (32), when the size of samptedses, the detection rate increases as well. An
interesting question is: How large a sample has to be in dodeéhe adversary to have sufficient high probability in nmeki
a correct detection? Let(p) be the sample size that can achieve a detection ragtepefcent. Figure 5 (b) provides the
theoretical curve ofi(99%) vs. or. We can see that with a reasonable valuepfthe sample size needs to be extremely
large in order to achieve a 99% detection rate. For examlenwhe timer interval standard deviatiop = 1ms, to achieve
99% detection rate, the sample size has to be greaterltian It is virtually impossible for an attacker to retrieve suh

large sample. This clearly shows the effectiveness of Viddaag.
5.2 The Case of Non-Zero Cross Traffic

Recall that the case of zero cross traffic is the best casééoadversary. As VIT has shown to be effective in the case
of zero cross traffic, we will no longer have to consider systevith VIT padding here since VIT has been shown to be
effective even for the adversary’s best-case scenario (@ess-traffic with a line tap very near the sender gatewaf)thus

concentrate on the system with CIT padding. In a system wibsctraffico2 ., in (17) may no longer be zero. As for CIT

15



padding, where?. = 0, the variance ratie in (17) now becomes

r = U’lzlet + O';w,h (39)
a%et + a§w7l
We observe that decreases with increasing,,, resulting in a low detection rate for all feature statistithus, the bigger

o2 ., the smaller the detection rate.
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Figure 6. Empirical detection rate with cross traffic in labo ratory

In the experiments described here, cross traffic generaetedifi subnet C causes the router’s congestion, which in turn
affects the obervation by the adversary. Figure 6 shows hewl¢tection rate is impacted by the amount of cross traffe. W

can make the following observations:

1. Note that the PIAT for the padded traffic is 10ms. Hence atm@unt of cross traffic is directly proportional to the
utilization of the link shared between Subnet B and Subné&ti®.data shows that as the link utilization increases, the
detection rate by sample entropy and sample variance decriduitively, this is because the crossover traffic betwe
Subnet C and Subnet D interferes with the padded traffic etv@W1 and GW2, and?,, increases with the shared

link’s utilization. The sample mean’s detection rate ramdow, as expected.

2. We observe that sample entropy results in a better detete than sample variance does. It can be perceived that,
with the increase of shared link’s utilization, outlierssreanore chance of occurring. Sample variance is much more

sensitive to outliers and, hence, it has a low detection rate

3. Even with the link utilization of 40%, sample entropyIst&n have about a detection rate of 70%, implying that CIT

padding may still not be effective in this kind of situation.
5.3 Experiments over Campus and Wide Area Networks

Figure 7 shows the setup for the experiments discussedsisubisections. Figure 7 (a) is a setup for experiments oger th

Texas A&M Campus Network. That is, the padded traffic goesuph Texas A&M campus network before it reaches the
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(a) Experiment Setup within Texas A&M University (b) Network Setup between Ohio and Texas

Figure 7. Experiment setup over campus and wide area network s (WAN)

receiver’s gateway. Figure 7 (b) is a setup for experimewngs the Internet between Ohio State University and Texas A&M
University. Here, the sender workstation and the sendewgst are located at Ohio State University. The padded traffic
goes through the Internet and arrives at Texas A&M Univgrgihere the receiver gateway and the receiver’s workstatio
are located. In both cases, the observation point of theradmeis located right in front of the receiver gateway angsth
maximally far from the sender. We note that in this case, #ih from the sender’s workstation to the receiver’s wortista
spans over 15 routers.

In each case, we collect data continuously for a completg@@ayours). The data for the case of Texas A&M campus

network was collected on March 24, 2003 while the data fowmtlie are network case was collected on March 26, 2003.
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Figure 8. Empirical detection rates for experiments over ca mpus and WAN (sample size=1000)

Figures 8 (a) and (b) display the detection rate throughwubbservation period. We make the following observations:

1. When the padded traffic traverses just the Texas A&M cammetsork, the detection rates of sample entropy and
sample variance are high almost all the time period in thevdagollected data. This means that over a medium-size
enterprise network like the Texas A&M campus, the crosstradfic has limited influence on the padded traffic's PIAT.

Consequently, we would not recommend CIT padding to be useddh an environment.

2. When the padded traffic traverses more network elemeraB,as the span of the Internet between Ohio State Univer-
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sity and Texas A&M University, the detection rates are lowidnis is because the padded traffic experiences congestion

at a large number of routers and switches, and its PIAT igssly distorted with a relatively large?, .

3. In the case of wide area networks, sample entropy and savaphnce can still get over 65% detection rates during
periods of relatively low network activity (such as at 2:A This means that CIT padding may still not be sufficiently

safe even if the adversary is very remote.

6 Conclusions and Final Remarks

While researchers have proposed traffic padding as eféeatiwys to prevent traffic analysis, before this study these ha
been no systematic method to analyze the information asseiaf a security system under the attack of traffic analyi$is
paper gives an effective analysis model for the evaluatfatifferent padding strategies aimed at camouflaging théoaaly
traffic rates under the attack of traffic analysis. We defineuassecurity metric detection rate, which is the probapitliat
the payload traffic is recognized. We believe that our amalyethods can be widely used to analyze other securityragste
for different objectives under traffic analysis attacks.

By statistical analysis of different feature statisticani@le mean, sample variance and sample entropy) of the gadde
traffic’s packet interarrival times and a lot of experimemts found that sample variance and sample entropy can ¢xipoi
correlation between payload traffic rate and packet inteedtimes of padded traffic when the padded traffic is dunmgoedi
explored next to the sender gateway or at a remote site asn@ssr more congested routers. The reason for CIT padding’s
failure is that user traffic causes small disturbances ttitiner's interval, which is used to control packet sendingribver,
the higher the user traffic rate, the larger the disturbahteegpadded traffic's PIAT.

After a careful analysis, we propose VIT traffic padding askérnative to the most common CIT traffic padding. Both
theoretical analysis and empirical results validate tifiscéi’eness of VIT padding strategy. The importance of VéHging
technique is validated by extensive experiments showiag@T link padding may be compromised even at a remote site
behind noisy routers.

In this paper we discuss the simple case where two classeaffif tates should be distinguished. Our technique can
be easily extended to multiple ones, in which case moreidf{raining is needed. We also assume that the payloacttraffi
from the user has a constant packet size. Recent measue(fie®]) indeed indicate that the size of packets on thehete
can be described using distributions, with most of the piacHistributed at a few fixed sizes. According to thigriori
knowledge (maybe in addition to specific knowledge paréicto the environment), the user traffic fitting these distitns
can be simulated. This allows the design of link padding sekgethat are tuned to théspriori knowledge to prevent traffic

analysis.
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Appendix A

In this appendix, we prove that the detection ra¢eby sample mean is an increasing function of

To provevy increases with, we need prove that the terttr) = /2(1/+/r + +/r) in (19) increases with.
1 1
2

Sincer > 1,dt/dr > 0. Thust(r) increases withr, and the detection ratg; by sample mean increases wittoo.

dt/)dr = ——(1 - —)) (40)
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Appendix B

(1) In this part, we prove Theorem 2.

Proof: Denotex?_; as a random variable with a chi square distribution («) with freedomn — 1, which is defined as

follows,

"1
fp (@)= 0=—
o 2= (")

67%
— (41)
wherez > 0. DenoteY as the random variable of sample variance. T@ehY has a chi square distribution with freedom

n — 1[4]. Thatis

sy n—1
Xn—1 0,2 Y (42)
From (42), we get
2
g
Yy = e 1X3171 (43)

Y = 0’2 (44)
and its variancear(Y") as

var(Y) = (45)

To get sample variance’s PDF at sample sizeve first compute its distribution function

2 n—1

Xno1 <Y) = PGio1 < —5=) (46)

P(Y <y) = P(-—

Differentiating the two sides of (46), we have the densitydiion

n—1 n-1

fY(y) = fxi_l(—gy) 2

g g

(47)

We denotél; as the random variable of sample variance of padded traffié&$ at low rate payload traffic, substitute (41)

into (47), and then derivE’s density functionfy, (y)

n—1
-1 —(==v)
HT_le 2012

fuly) = n-l (48)

2TI‘(”T*1) 012

Similarly, Y}, is the random variable of sample variance of padded trafit™d at high rate payload traffic, and its density

function fy, (y) is

Pl = T 2 (49)



To get the detection rate, we calculate the cross pgiof fy,(y) andfy, (v)

vilve) = fvu(ye) (50)
By lengthy arithmetic operations,
0.2 20.2
e = log ()AL 51
y Og(of)o,i—of (51)

Now we use Chebynov inequality for the estimation of errte iithe adversary uses sample variance as the featurstistati

The distance from the mean bf to the cross poing. is denoted a®);
D = y.— 012 (52)

Substitute (44) and (51) into (52)

2
Th __ _1)o? (53)

2 2
Op — 9

2
g
D; = (log(=%)
97
Denotinge; as the ratio of); to the standard deviation &f

@ = var(Y;) 54)

Substitute (45) and (53) into (54)

K

2
log (3h) 522z — 1
o = i 55
n—1

~

Similarly, denotingD;, as the distance from the meangf to the cross poing.,

2
g g,

Dn = o} —ye=0p(1—log (%)

7) (56)

2
Op — 9

Sl
NS N

Thengey, the ratio ofD;, and the standard deviation Bf, can be calculated as follows

[oa

chn = \/zl h (57)

When sample size is big (> 40), we can assume that a chi square PDF is symmetrical. Ttrms@hebynov inequality, we

2
1- 108;(0_'!21) - 2

3

can get the error rate,

o
ey < L (58)
2
Thus, the detection rats, can be calculated as
Vy = 1- ey (59)
1 1
1-—— - = 60
= 4t 4c3 (60)



Substitute (17), (55) and (57) into (60)

vy > 1-— (61)

where

1 1
Oy = 62
YT 30- Llogr? 2 logr— 112 (62)

Thus, we use the lower boundof as the estimation of the detection rate. Since thamust be greater than 50%, we can
get (30). The theorem is proved.
|

(2) In this part, we prove thaty is an increasing function of.

That is, we need to prove th@k in (31) is a decreasing function ef Ifin (31), CY'1(r) = 221 is a decreasing function

andCY2(r) = -~ logr is an increasing functiojy is a decreasing function.

r—1

We first prove thaC'Y 1(r) is a decreasing function. Let= e”.

CY1(r) = eyl(a) = ewx_ - (63)
dcY1 deyl
= 64
dr dr (64)
deyl dz
— ar 65
dx dr (65)
e’ —1—ze”
— 66
r(e® —1)2 (66)
Sincer > 1, z > 0, the denominator of (66),(e® — 1)? > 1. For the numerator of (66)
H 1 1
Since; — =ty < 0,
e* —1—ze® < 0 (68)
Sodd < 0, CY1(r) is a decreasing function.
Now we proveC'Y 2(r) is an increasing function of. Letr = €7,
_rlogr _ xe®
CY2(r) = 1= cy2(z) = 1 (69)
and
dCY2  e** —e* — ze®
= 70
dr (re® —1)2 (70)
Sincer > 1, z > 0, and the denominator of (7Q* — 1)?r > 0. For the numerator of (70),
. . = 2" —1-n_ .
et —e¥ — et = Z (T)m (72)

n=1
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SinceZ=1=2 > (0 whenn > 0
e —e* —ze® > 0 (72)
So0dCY2/dr = dcy2/dr > 0 andCY 2(r) is an increasing function.

Thus, we have proved thai- is an increasing function in terms of

Appendix C

(1) In this part, we prove Theorem 3.

Proof: A normal distribution’s differential entropy can be cdated as

2
I_ log2mo= + 1 (73)
2
Here we use sample variante(29) to estimate sample entroj.
- log2r¥ +1 (74)
2
To get sample entropy’s PDF, we first derive its distributldrﬁ < h)
~ 2h—1
P(H<h)=P(%<h):P(Y<e% ) (75)
Differentiating two sides of (75), we get sample entropyZzFPfg(h)
e?h—l e?h—l ,
fh) = fy( ) ) (76)

2 2

DenoteH, as the sample entropy of padded traffic’'s PIAT at the low-patgdoad traffic, and'm, (k) asH,’s PDF. Denoted,
as the sample entropy of padded traffic's PIAT at the high-patyload traffic, and, (h) asHy's PDF. To get the detection

rate, we need to calculate the cross paindf fy,(h) andfy, (h)

fu(he) = fu,(he) (77)
By lengthy arithmetic operations
2 2 2
log [27 log (Z4) 25 + 1
. = o (78)

For the ease of estimation, we approximate sample entropsén aé%"zﬂ, i.e., we assume that the entropy estimator
(74) above is unbiased.
Now we use Chebynov inequality for the error rate estimafidre distance from the mean &f, to the cross poink. is

denoted a®),

ag

= o

2 2
) 9h9

0}2!7012] +1 _ 10g27TU}2 + 1 _ log(log(
2

log [271og (

2
) 7h )
2 2
O'h g

: (79)

|
[\V] ~q|\:|
N ~qm|;rq 0
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Using Taylor expansion over (74) and by appropriate appnation, we gewar(H) ~ % (the same result as for the

histogram-based entropy estimator in [14]). Denotings the ratio ofD), to the standard deviation &f

2 2
log (log (34) 77257)
q = Lk (80)
2./L

2n

Similarly, denotingD;, as the distance from the mean}, to the cross poink. andc;, as the ratio ofD,, to the standard

deviation ofhy,, we have

2 0_20_2
log 2o} +1 log 27 log (74) 5==] + 1 o — o}
Dy = = T = log (L) 2 (81)
o} log(#)
O'2 — 0'12
Ch = 10%(72)/(2 1/2”) (82)
o7 log ( ;é)
So error rate is calculated as
1 1 Cﬁ
- _ - _H 83
‘H= 4c} 4ch n (83)
where
1 1
Cﬁ = o2 o2 + 22 _o2 (84)
2(log (log (34) 7z252))*  2(log (—2—1—))?
! ! o7 log (%)
1
Substitute (17) into (84), we have
1 1
O~ = = + (85)
H (log ( )? " 2(log (1557))?
Since
Vg = 1-— 6;1 (86)
Substitute (83) into (86), we have
C’~
vg > 1-——/ (87)

n

In this paper, we use the lower boundugf as the estimation of the detection rate by sample entropysi@e that detection

ratev must be greater than 50% and we can get (32) in Theorem 3. €bectm is proved. |

(2) In this part we prove thaty is an increasing function in terms of

That is, we need to prove that; is a decreasing function of If CH1(r) =

(r) =

increasing functions af, C5 is a decreasing function of
CH1(r) = 1/CY1(r) whereCY'1(r) is defined in (63). Sinc€Y1(r) is a deceasing function of CH1(r) is an
increasing functionC H2(r) = CY 2(r) whereCY 2(r) is defined in (69)C'Y 2(r) is an increasing function, soS8H2(r).

Thusv; is of r, wherer > 1.
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